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RFPL/LEGAL/NOTIFICATION APRIL-2023
Guruvayur, Dated 01st April, 2023

In exercise of the powers of the board of directors conferred by the Articles
of Association of the company and pursuant to the guidelines issued by the
Reserve Bank of India, the board hereby notifies the guidelines to be while
fixing the interest rates of the loan products and services of the company.

INTEREST RATE POLICY

1. Name:
These guidelines may be called in Interest Rate Policy — 2023-24

2. Effective Date
They shall come into force on 015t April, 2023.

3. Applicability:
This policy is applicable to all loans sanctioned by the company

OBJECTIVE

The Company has been following certain procedures and practices in the matter of
fixing interest rates on gold loans (assets) and NCDs/Subordinated Bonds (liabilities).
Interest rates are not controlled by the Reserve Bank of India. However, RBI has vided
circular DNBS. CC.PD. No .266/03.10.01/2011-12 dated 26 March 2012 (Guidelines
on Fair Practices Code for NBFCs) directed NBFCs to have a documented Interest
Rate Policy / Model approved by the Board of Directors which would lay down internal
principles and procedures in determining interest rates and other charges on the loan
products offered by NBFCs. The specific points referred to in the above referred RBI
circular are:

1. Charging of excessive interest rates by NBFCs.

2. The need for adoption of an interest rate model along with approach for
gradations of risk & rationale for charging differential rates.

3. Disclosure of rates of interest rates, changes thereof and publicity thereto.

4. Adoption of annualized rates of interest while dealing with customers.

The main objectives of the interest rate policy are to:

1. Ensure that interest rates are determined in a manner as to ensure long term
sustainability of business by taking into account the interests of all stakeholders,

2. Develop and adopt a suitable model for calculation of a reference rate.



Enable fixation of interest rates which are reasonable: both actual and
perceived.

Ensure that computation of interest is accurate, fair and transparent in line with
regulatory expectations and market practices.

Charge differential rates of interest linked to the risk factors as applicable.

Facilitate transition to income recognition norms that may be stipulated by RBI
in future and adoption of best practices.

DETAILS OF THE POLICY
Methodology for calculation of interest on loan accounts

The main spirit underlying the methodology is to project a transparent and fair
approach to the customers and also be in readiness to adopt the practices now in
vogue amongst commercial banks keeping in view the peculiarities of the gold loan
business.

>

On the daily balances
Interest amount shall be calculated on the daily outstanding balance in the loan
account at the applicable rate.

Minimum period for which interest chargeable:

The minimum period for which interest is payable by the borrower shall not
exceed 1day only. Interest payable / receivable shall be calculated on the actual
daily outstanding balance.

Basis - number of days per year:
Interest shall be calculated based on 360 days a year. Dates of disbursement
and closure of account shall both be included for computation of interest.

Compounding:
Compounding of interest where applicable, as provided in the loan scheme,
shall not be at a frequency more than 1 month / 30 days in a year

Fixed rate - Floating rate
All loans shall be granted at fixed rate only.

Annualised rate of interest

i)

Interest rate quoted shall be on annualized basis only in all documents,
internal instructions/ communications and publicity materials (pamphlets,
brochures, hoardings, etc)

Where the rates are mentioned in non-annualized form (e.g., in product
promotion) the annualized rate shall also be mentioned along with so as to
comply with regulatory requirements and Fair Practices Code,



Risk Based Gradation of Interest Rates
i) Considering the nature of the loans (collateral valuation being vital) the major
inherent risk is the Loan to Value (LTV) or Loan per Gram. Since a higher LTV
translates to a higher risk it stands to reason that LTV and Interest rate should
be correlated. Accordingly, assuming all other factors to be the same a higher
LTV loan should attract a correspondingly higher interest rate as compared with
a lower LTV loan.

i) The LTV linkage with interest rate shall be at the time of sanction of loan and
cannot be changed subsequently due to movements in the overall collateral
coverage arising from market movements in gold prices,

iii) Where substantially low rates of interest are charged on certain / special
schemes or in specified regions/areas / branches the maximum amount per
borrower shall be appropriately restricted and checks put in place to prevent
misuse of the facility. Such schemes shall be periodically reviewed and
appropriately modified to meet with the overall objectives of floating such
schemes.

Maximum/ Ceiling Interest Rate on Loans

i) Keeping in view the regulatory (RBI) expectations from NBFCs and also the
Fair Practices Code the maximum interest rate chargeable shall be fixed at 26
%** pa across all states / regions excluding compounding effect where
applicable under any schemes.

i) The above-mentioned ceiling shall be reviewed periodically at quarterly
(calendar) intervals or more frequently, as and when required, by the Board of
Directors keeping in view regulatory guidelines / directives, intensity of
competition in the market, net interest margin target, market rates etc.

Penal Interest on overdue loans

When the loan remains outstanding beyond the 'normal’ tenure (Between 3 Months
and 1 year) without FULL servicing of interest due penal interest may be charged at a
rate not exceeding 3% pa (i.e. at the contracted rate plus 300 basis points) on the
amount due and payable. Penal interest provisions shall be calculated and will apply
only after the expiry of the 'normal’ tenure. Penal interest may be waived, in full or in
part, in deserving cases with the reason being recorded by Managing Director on the
recommendations of the Executive Director which is at present on recommendation of
Deputy General Manager.

Rebate on interest

Schemes offering rebate on the interest rate may also be considered on the ground
that customers who regularly service interest payable on loans deserve to be
incentivized. The extent of rebate may vary from scheme to scheme but may not
exceed 3% pa (300 basis points on the contracted rate). Rebate may be considered
at the time of full settlement in cases where interest payable has been serviced by the
due dates without any default on all occasions. However, a grace period of 3 calendar
days may also be considered and built into the loan scheme.



Due date for servicing interest

Interest will be calculated from the date of disbursement and shall be charged for the
day of closure of the account also as per current practice. The due date for payment
of interest shall run from the date of disbursement,

Structured Products

Products offered and features thereof shall be straight forward, transparent and simple
to understand so as to comply with the letter and spirit of RBI guidelines. Structured
products, when introduced, should comply with the basic features of the Interest Rate
policy and the FPC. Features of such products, especially the differential features,
should be clearly explained to and understood by the prospective borrower before
sanction as a matter of fair practice. Operational personnel should be well equipped
in this regard.

Base Rate and Net Interest Margin
i) In order to arrive at a proper basis for arriving at the cost of borrowings / funds
/ resources a suitably calculated 'base rate' shall be developed keeping in the
weighted average cost of borrowings, interest paid on liability products (NCDs
/ Subordinated Bonds) and return on equity capital. Return on equity capital
shall be taken at 15 %, Interest rate on loans shall be based on the 'base rate'
so that scope for interest rate mismatches is minimized,

i) The base rate shall be calculated at the end of every month and approved by
the Board.

i) The NIM (Net Interest Margin) shall be calculated over the ‘base rate' so
calculated to arrive at the lending rate.

iv) iv) The NIM shall be capped at 14% (1400 basis points) over the 'base rate'.

v) Lending at or below the 'base rate' shall be done only for short term promotion
of business either for a specific loan scheme or specific branch(es) or for
lending to poor downtrodden sections.

vi) Lending at or below the 'base rate' shall not exceed 10% of the total loan
portfolio.

vii) Lending at below the ['‘base rate' plus operational expenses] shall not exceed
15% of the total loan portfolio.

Interest rates on loans against Commercial Vehicles
1. The Interest rate applicable to each loan account will be assessed_based on
multiple parameters like tenure, borrower profile, borrowers’ repayment
capacity based on the cash flows, loan to value of the asset financed, type of
collateral security provided by the borrower and past repayment track record of
the borrower, etc.




. The rates of interest for the same product and tenor availed during same period

by different customers need not be standardized but could be different for
different customers depending upon consideration of any or combination of a
few or all factors listed above.

The Company shall intimate the borrower loan amount, annualized rate of
interest and method of application at the time of sanction of the loan along with
the tenure and amount of monthly instaliment.

. The company also offers variable and equated monthly installments schemes.

Interest would be charged and recovered on monthly basis.

The other charges such as processing fees, additional interest charged on
delayed payments and cheque bouncing charges are mentioned in the
Schedule which is part of the Loan Agreement

Other financial charges like pre payment/ foreclosure charges, cheque swaps,
cash handling charges, RTGS/ other remittance charges, commitment fees,
charges on various other services like issuing NO DUE certificates, NOC,
letters ceding charge on assets/ security, security swap & exchange charges,
field collection charges etc. would be levied by the company wherever
considered necessary. Besides the base charges, the service tax and other
cess would be collected at applicable rates from time to time. Any revision in
these charges would be with prospective effect.

Interest rate models, base lending rate and other charges, and their periodic
revisions are made available to our prospective and existing customers through
our offices and branches. Prior to entering into an agreement with our
customers, we provide them with our statement of charges and interest and
address their queries and questions on the same, to their satisfaction. Our loan
officers ensure charges and rates of interest are explained clearly and
transparently to the people who may be interested in our products.

Claims for refund or waiver of charges/ penal interest / additional interest would
normally not be entertained by the company and it is at the sole discretion of
the company to deal with such requests if any.

The maximum interest rate chargeable shall be fixed at 28% p. a. across all
states / regions / vehicle categories / borrower categories.

Other Charges Recovery of Out-of-Pocket Expenses

1.

The Company may also levy other charges such as loan_processing fees,
insurance (of gold ornaments), processing charges for delivery of gold against
lost pawn ticket, safe custody charges (due to failure to take delivery of gold
ornaments immediately after closure of account), statement of account etc. In
addition, the Company shall be entitled to recover costs incurred in connection
with postage, legal costs etc. The above charges shall be pegged at reasonable
levels and in the spirit of Fair Practice.



2. Guidance Rates are as under

Description of the
charges Extent of charges Comments

Will be capped at 1%
of the loan amount. A | Segments borrows (i.e.

Loan processing, reasonable minimum | small borrowers), Special

Appraisal charges, and maximum in schemes may be

Insurance etc. absolute terms may exempted from such
be charges.
prescribed.

Delivery against lost Between a minimum

ry ag of Rs 50 and
Pawn Ticket — )
: maximum of Rs 250

processing charges

per pledge

Safe custody charges
— when borrower
does not immediately

Between 0.10% to
0.25% per month
subject a reasonable

take minimum and
delivery of the :

maximum
pledged

gold ornaments in absolute terms

Free of cost if
demanded within 30
days of closure of
account. In other
cases

a minimum of Rs. 25
and maximum of Rs.
100 per statement

Statement of account

Postage, Courier | As per Existing
charges circular

3. The actual rates from time to time shall fixed by the board within the band /
limits mentioned under each head and reviewed at atleast half yearly intervals.

4. board shall have the authority to implement any other reasonable / justifiable
charge from time to time.

5. Taxation regulations as applicable shall be complied with.

6. Discretion to waive / reduce the charges shall be vested with a senior
functionary on a case to case basis after suitable delegation of powers is
worked out and approved.

BY THE ORDER OF THE BOARD
For Radhakrishna Finance Private Limited



Managing Director

CC:
1. Legal Department
2. Administration Department
3. HR Department

Dated this the 015t Day of April, 2023



RFPL/LEGAL/NOTIFICATION APRIL-2023
Guruvayur, Dated 01st April, 2023

In exercise of the powers of the board of directors conferred by the Articles of
Association of the company and pursuant to the guidelines issued by the
Reserve Bank of India, the board hereby notifies the guidelines to be followed
branches/offices while admitting customers

KNOW YOUR CUSTOMER (KYC) AND PREVENTION OF MONEY LAUNDERING

ACTIVITIES POLICY

4. Name:
These guidelines may be called The Know Your Customer (KYC) And Prevention
of Money Laundering Activities Policy — 2023-24

5. Effective Date
They shall come into force on 015t April, 2023.

6. Applicability:
This policy is applicable to all loans sanctioned by the company

OBJECTIVE
The KYC AML policy is framed in line with RBI Direction / Prevention of the Money
Laundering Act, 2002 /Rules as amended from time to time.

The KYC policy has been framed by the Company for the following purposes:

1. To prevent criminal elements from using Company for Money Laundering and
Terrorist Funding activities;

2. To put in place an effective system and procedure for Customer identification
and verifying its / his / her identity and residential address.

3. To enable Company to know and understand its customers and their financial
dealings better which, in turn, would help the Company to manage risks
prudently;

4. To put in place appropriate controls for detection and reporting of suspicious
activities as envisaged under the Anti Money Laundering Act, 2002 and in
accordance with laid down procedures;

5. To comply with applicable laws and regulatory guidelines;

DEFINITIONS
1) “Customer “means;




2)

3)

1)
2)
3)
4)

a)

a) a person who is engaged in a financial transaction or activity with
Radhakrishna Finance Private Limited and includes a person on whose
behalf the person who is engaged in the transaction or activity, is acting.

b) any other person connected with a financial transaction which can pose
significant reputation or other risks to Radhakrishna Finance Private
Limited.

“Senior Management”

Senior Management for the purpose of the policy shall constitute Executive
Directors, Managing Director, Deputy General Manager — Business Operations,
Managing Director

“Obtaining certified copy of Officially Valid Document (OVD)” — Means
comparing the copy of OVD with the original and recording the same on the
copy by authorized officer of Radhakrishna Finance Private Limited.

Provided that in case of Non-Resident Indians (NRIs) and Persons of Indian
Origin (P10s), as defined in Foreign Exchange Management (Deposit)
Regulations, 2016 {FEMA 5(R)}, alternatively, the original certified copy of
OVD, certified by any one of the following, may be obtained:
a) authorised officials of overseas branches of Scheduled Commercial
Banks registered in India,
b) branches of overseas banks with whom Indian banks have relationships,
c) Notary Public abroad,
d) Court Magistrate,
e) Judge,
f) Indian Embassy/Consulate General in the country where the non-
resident customer resides.
Certified OVD shall also contain the customer id number and shall be
filed carefully for future verification.

KEY ELEMENTS OF THE POLICY

This policy is applicable to all business operations and services, Money Transfer
Services, etc and also applicable to business verticals of Radhakrishna Finance
Private Limited and it is to be read in conjunction with related operational guidelines
issued from time to time.

The policy includes the following key elements:

Customer Acceptance Policy (CAP)
Customer Identification Procedures (CIP)
Monitoring of Transactions

Risk Management

CUSTOMER ACCEPTANCE POLICY (CAP)

Radhakrishna Finance Private Limited’s CAP lays down criteria for acceptance of
customers. While taking decision to grant any facilities to the customers as well as
during the continuation of any facilities the following norms and procedures will be
followed by the company

No account will be opened in anonymous or fictitious/benami name.



b) Customers will be accepted only after verifying their identity, as laid down in
Customer Identification Procedures. Necessary checks will be done before
opening a new account to ensure that the identity of the Customer does not
match with any person with known criminal background or with banned entities.

c) Radhakrishna Finance Private Limited will refrain from opening an account
where the company is unable to apply appropriate Customer Due Diligence
(CDD) measures either due to non-cooperation of the customer or non-
reliability of the documents/information furnished by the customer.

d) No transaction or account-based relationship shall be undertaken without the

e) Customer Due Diligence procedure (CDD), set out in this policy.

A Unique Customer Identification Code (UCIC) shall be allotted to new and
existing customers. Radhakrishna Finance Private Limited shall apply the CDD
procedure at the UCIC level. Thus, if an existing KYC compliant customer of
Radhakrishna Finance Private Limited desires to open another account with
Radhakrishna Finance Private Limited, there shall be no need for a fresh CDD
exercise.

Implementation of CAP should not become too restrictive and result in denial of the
Radhakrishna Finance Private Limited’s services to general public, especially those
who are financially or socially disadvantaged

CUSTOMER IDENTIFICATION PROCEDURE (CIP)

Customer ldentification involves verification of customer’s identity by using reliable,
independent source documents, data or information. Radhakrishna Finance Private
Limited shall obtain enough information necessary to verify the identity of each
Customer. A broad guideline for the customer identification is given below:

Radhakrishna Finance Private Limited shall ensure that Customer identification
process is undertaken, whenever;

a) an account-based relationship is being established;

b) carrying out any international money transfer operations for a person who is not
an account holder;

c) there is doubt about the authenticity or adequacy of customer identification data
already obtained. transactions with walk in customers, where the amount
involves equal or exceeds rupees fifty thousand, whether conducted as a single
transaction or several transactions that appear to be connected.

d) When Radhakrishna Finance Private Limited has reasons to believe that a
customer is intentionally Structuring transactions into a series of transactions
below the threshold of Rupees Fifty thousand.

CUSTOMER DUE DILIGENCE PROCEDURE (CDD) IN CASE OF INDIVIDUALS
For undertaking CDD, Radhakrishna Finance Private Limited shall obtain the following
from an individual while establishing an account-based relationship or while dealing
with individual who is a beneficial owner, authorised signatory or power of attorney
holder related to any legal entity;

a. A certified copy of Officially Valid Documents (OVD), as given in Annexure |,
containing details of proof of their identity and address;
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b. One recent photograph (For the gold loan customers capturing of photos of the
individuals and keeping in the ERP to be continued);

c. A certified copy of the Permanent Account Number or Form No. 60 as defined
in Income-tax Rules, 1962;

d. and such other documents pertaining to the nature of business or financial
status specified in this policy.

Radhakrishna Finance Private Limited may carry out Offline Verification of customers
if they are desirous of undergoing Aadhaar Offline Verification for identification
purposes.

Wherever Aadhaar details are collected, it shall be ensured that customers have
redacted or blacked out their Aadhaar numbers through appropriate means.

The e-KYC service of Unique Identification Authority of India (UIDAI) shall be accepted
as a valid process for KYC verification, when NBFCs or itself are authorised by RBI to
do such verification for establishing account-based relationship.

CUSTOMER DUE DILIGENCE BY THIRD PARTY

In compliance of the KYC regulations, Radhakrishna Finance Private Limited may rely
on the customer due diligence done by third parties, which are regulated entities, for
verifying identity of customers at the time of commencement of account-based
relationship, subject to the following conditions.

a) Records or information of the customer due diligence carried out by the third
party is obtained within 2 days from the third party or from Central KYC Records
Regqistry.

b) Radhakrishna Finance Private Limited is satisfied those copies of the
identification data and other relevant documents relating to the customer due
diligence requirements will be available from the third party up on request
without delay.

c) The third party is regulated, supervised or monitored and has capabilities to
comply with the customer due diligence and record keeping requirements as
prescribed in the Prevention of Money Laundering Act.

d) The third party shall not be based in a country or jurisdiction assessed as high
risk. The ultimate responsibility for customer due diligence and undertaking
enhanced due diligence measures, as applicable will the that of Radhakrishna
Finance Private Limited. (Description of Regulated entities are given in
Annexure Il)

SIMPLIFIED PROCEDURES FOR SMALL VALUE GOLD LOANS:

For customers with aggregate loans below Rs.0.50 lakh, Proof of Identity alone will be
sufficient provided the customer gives full and complete address in the loan application
form and his telephone number is confirmed by the branches to be correct.

If a person is unable to produce identity documents as mentioned in Annexure | (ie,
any of OVDs), interim / Temporary KYC documents such as Labour card, Civil ID card,
Credit Card, Employer Company ID card, LIC card, State ID card, Bank Pass Book,
etc. may be accepted subject to the following conditions:
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The customer shall provide a self-attested photograph of the customer.
Branch Head shall certify under his/her signature that the customer has affixed
his signature or thumb impression in his presence.

The account shall remain operational initially for 12 months, within which the
customer must furnish his identity documents for conducting CDD as mentioned
in CDD guidelines. Customer shall be suitably informed at the time of starting
the relationship.

Maximum outstanding shall not exceed Rs 0.50 Lakh in all their accounts taken
together at any point of time and the total credit in all the accounts taken
together shall not exceed Rs. 1.00 lakh in a year.

The customer shall be made aware that no further transaction will be permitted
until full KYC procedure is completed in case of condition no. d. above is
breached.

Regularization of Interim/Temporary KYC: In order not to inconvenience the
customer, the Radhakrishna Finance Private Limited shall notify the customer
when the balance reaches rupees forty thousand (Rs. 40,000/-) or the total
credit in a year reaches rupees eighty thousand (Rs. 80,000/-) that appropriate
documents for conducting the KYC must be submitted and that otherwise the
operations in the account will be stopped when the total balance in all the
accounts taken together exceeds Rs 0.50 Lakh at any point of time or the total
credit in the accounts in year exceeds Rs 1.00 Lakh.

KYC verification once done by one branch shall be valid for transfer of account
to any other branch, provided full KYC verification has already been done and
the same is not due for periodic updation.

SELLING THIRD PARTY PRODUCTS
While selling third party products, Radhakrishna Finance Private Limited shall comply
with the following directions:

a.

b.

C.

d.

Identity and address of the walk-in customers shall be verified for transactions
above Rs 0.50 lakh, whether conducted as a single transaction or several
transactions that appear to be connected.
Transaction details of sale of third-party products and related records shall be
maintained as specified under this policy.
AML software capable of capturing, generating and analysing alerts for the
purpose of filing CTR/STR in respect of transactions relating to third party
products with customers including walk-in customers shall be made available.
Transactions involving Rs 0.50 lakh and above shall be undertaken only by:
a) Debit to customer’s account or against cheque, transfer from banks /
debit cards / credit card etc.
b) Obtaining and verifying PAN (regular customer as well as walk in
customer).

Note: Direction no. d shall also apply to sale of Radhakrishna Finance Private
Limited’s own products, sale and reloading of prepaid / travel cards and any other
products for Rs 0.50 lakh and above

ISSUANCE OF PREPAID PAYMENT INSTRUMENTS (PPI)
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With regard to the PPI, Radhakrishna Finance Private Limited shall ensure that the
instructions issued by Department of Payment and Settlement System of Reserve
Bank of India through their Master Direction are strictly adhered to.

MONITORING OF TRANSACTIONS

a.

Radhakrishna Finance Private Limited shall monitor transactions of a
suspicious nature on an ongoing basis for the purpose of reporting it to the
appropriate authorities. (An illustrative list of suspicious transactions is given in
Annexure Ill). The extent of monitoring by the Radhakrishna Finance Private
Limited will depend on the risk sensitivity of the account and special attention
will be given to all complex unusually large transactions, which have no
apparent economic or lawful purpose.

Radhakrishna Finance Private Limited shall exercise caution with respect to the
transactions with persons (including legal persons and other financial
institutions) from the countries which have been identified by Financial Action
Task Force (FATF) as high risk and non-cooperative jurisdictions with respect
to compliance with the FATF Recommendations, 2012.

Radhakrishna Finance Private Limited shall file Suspicious Transaction Report
(STR), Cash Transaction Report (CTR), counterfeit currency report (CCR) and
other applicable reports filling under FATCA in terms of the direction of the
RBI/PMLA in respect of all products/ services.

Ongoing due diligence

a.

Radhakrishna Finance Private Limited shall undertake on going due diligence
of customers to ensure that their transactions are consistent with their
knowledge about the customers, customers’ business and risk profile; and
source of funds.

b. Any unusual pattern in the operations of the accounts like transactions

C.

exceeding threshold limits, high turnover in the accounts compared to the
average outstanding etc shall be closely monitored. The extent of monitoring
shall be aligned with the risk category of the Customer and high-risk category
accounts shall be subjected to more intensified monitoring.

A system of periodic review of risk categorisation of accounts, with such
periodicity being at least once in six months, and the need for applying
enhanced due diligence measures shall be put in place.

Periodic updation
Periodic updation shall be carried out at least once in every two years, for high-risk
Customers, once in every eight years for medium risk Customers and once every ten
years for low risk Customers as per the following procedure:

a. CDD as specified in para 3.2.1 shall be carried out at the time of updation. In

the case of low-risk customers when there is no change in status with respect
to their identities and addresses, a self-declaration to that effect shall be
obtained.
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b. In case of legal entities, Radhakrishna Finance Private Limited shall review the
documents sought at the time of opening of account and obtain fresh certified
copies.

c. Physical presence of the customers need not be insisted up on for the purpose
of furnishing OVD or furnishing consent for Aadhaar Offline verification unless
there are sufficient reasons for their physical presence to establish their bona-
fides. In normal case, OVD/Consent forwarded by the customer through
mail/post, etc., can be accepted.

d. d. Radhakrishna Finance Private Limited may provide an acknowledgement
with date of having performed KYC updation

(Note: The time limits prescribed above would apply from the date of opening
of the account/ last verification of KYC.)

Existing customers

In case of existing customers, Radhakrishna Finance Private Limited shall obtain PAN
or Form No.60 by such date notified by the Central Government, falling which
Radhakrishna Finance Private Limited shall temporarily cease operations in the
account till the time the PAN number of Form No.60 is submitted by the customer.

Prior to ceasing operations of an account temporarily, Radhakrishna Finance Private
Limited shall give the clients an accessible notice and reasonable opportunity to be
heard. Radhakrishna Finance Private Limited may allow relaxations for continued
operations of the account, if the borrower is unable to provide these documents due
to injury, infirmity on account of old age or otherwise etc for a maximum period of 6
months. These relaxations shall be permitted by Senior Management.

Operations of the customers without PAN or Form No.60 shall be monitored closely
and shall ensure that transaction does not exceed Rs 5 lakh.

For gold loan customers, a copy of the PAN Card of the borrower shall be collected
for all transaction above 5 lakhs

RISK MANAGEMENT
Radhakrishna Finance Private Limited has put in place appropriate procedures to
ensure effective implementation of KYC guidelines.

a. Risk categorization of Customers shall be undertaken based on various
factors, such as nature of employment, business activity of the Customer,
location of Customer and his/its clients, mode of payments, volume of
turnover, social / financial status and credit history. Radhakrishna Finance
Private Limited has categorized its customers into ‘High Risk / Medium Risk /
Low Risk’ based on the profile of the customers. Radhakrishna Finance

14



Private Limited shall apply higher due diligence measures keeping in view the
risk level

b. Radhakrishna Finance Private Limited has developed robust underwriting
procedures for onboarding borrowers, which include verification of ownership
of the gold ornaments (in the case of gold loans), assessment of financial
resources of the borrowers, collection of their market reports etc (for other
loans).

c. Radhakrishna Finance Private Limited’s internal audit periodically evaluate
the level of adherence to the KYC procedures. Audit function shall provide an
independent evaluation of the effectiveness of KYC policies and procedures,
including legal and regulatory requirements.

Money Laundering and Terrorist Financing Risk Assessment

Radhakrishna Finance Private Limited shall carry out ‘Money Laundering (ML) and
Terrorist Financing (TF) Risk Assessment’ exercise periodically to identify, assess and
take effective measures to mitigate its money laundering and terrorist financing risk
for clients, countries or geographic areas, products, services, transactions or delivery
channels, etc.

The assessment process should consider all the relevant risk factors before
determining the level of overall risk and the appropriate level and type of mitigation to
be applied. While preparing the internal risk assessment, cognizance of the overall
sector-specific vulnerabilities if any, that the regulator/supervisor may share from time
to time shall be taken.

The risk assessment exercise shall be conducted on a quarterly basis and parameters
of the assessment shall be modified, in alignment with the outcome of the risk
assessment exercise. An internal document detailing the assessment process may be
kept separately for the same.

The outcome of the exercise shall be put up to Risk Management Committee and
should be available to competent authorities and self-regulating bodies.

ENHANCED DUE DILIGENCE

Accounts of Politically Exposed Persons (PEP): Special care and diligence will be
taken in respect of Politically Exposed Persons. Generally, the Radhakrishna Finance
Private Limited would not open accounts of PEP. Decision to deal with such persons
as a Customer shall be taken up at a senior management level and shall be subjected
to enhanced monitoring.

Accounts of non-face-to-face customers: These customers are those who opened
accounts without visiting the branches / offices of Radhakrishna Finance Private
Limited or meeting its officials. Radhakrishna Finance Private Limited shall ensure that
first payment from these accounts shall be effected through the customers’ KYC-
Complied account with another Regulated Entity.
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Client accounts opened by professional intermediaries: Radhakrishna Finance
Private Limited shall ensure while opening client accounts through professional
intermediaries, that:

a. Clients shall be identified when client account is opened by a professional
intermediary on behalf of a single client.

b. Radhakrishna Finance Private Limited shall have option to hold 'pooled'
accounts managed by professional intermediaries on behalf of entities like
mutual funds, pension funds or other types of funds.

c. Radhakrishna Finance Private Limited shall not open accounts of such
professional intermediaries who are bound by any client confidentiality that
prohibits disclosure of the client details to Radhakrishna Finance Private
Limited.

d. d. All the beneficial owners shall be identified where funds held by the
intermediaries are not co-mingled at the level of Radhakrishna Finance Private
Limited, and there are 'subaccounts’, each of them attributable to a beneficial
owner, or where such funds are co-mingled at the level of Radhakrishna
Finance Private Limited, the Radhakrishna Finance Private Limited shall look
for the beneficial owners.

e. Radhakrishna Finance Private Limited shall, at their discretion, rely on the
'‘customer due diligence' (CDD) done by an intermediary, provided that the
intermediary is a regulated and supervised entity and has adequate systems in
place to comply with the KYC requirements of the customers.

f. The ultimate responsibility for knowing the customer lies with Radhakrishna
Finance Private Limited.

CONFIDENTIALITY OF INFORMATION ABOUT CUSTOMERS

All the information collected from the customers by Radhakrishna Finance Private
Limited shall be kept confidential and all such information shall be treated as per the
agreement/terms and conditions signed by the customers. Additionally, the
information sought from each Customer should be relevant to the risk perceived in
respect of that Customer, should not be intrusive and should be in line with the
guidelines issued by the RBI in that behalf.

Information collected from customers shall not be divulged for the purpose of cross
selling, or for any other purpose without the express permission of the customer.

Exception to the confidentiality of customer information shall be as under:
a. Where disclosure is under compulsion of law.
b. Where there is a duty to the public to disclose.
c. The interest of the company requires disclosure.
d. Where the disclosure is made with express or implied consent of the customer.

MAINTENANCE OF RECORDS OF TRANSACTIONS
Radhakrishna Finance Private Limited shall maintain proper records of the
transactions as required under the provisions of PML Act and Rules. Radhakrishna
Finance Private Limited shall
a. maintain all necessary records of transactions between Radhakrishna Finance
Private Limited and the customer, both domestic and international, for at least
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five years from the date of transaction or any other higher periods specified in
any other law

b. preserve the records pertaining to the identification of the customers and their
addresses obtained while opening the account and during the course of
business relationship, for at least five years after the business relationship is
ended.

c. introduce a system of maintaining proper record of transactions prescribed
under Rule 3 of Prevention of Money Laundering (Maintenance of Records)
Rules, 2005 (PML Rules, 2005)

d. maintain all necessary information in respect of transactions prescribed under
PML Rule 3 so as to permit reconstruction of individual transaction, including
the following:

1. the nature of the transactions;
2. the amount of the transaction and the currency in which it was
denominated;
3. the date on which the transaction was conducted; and
4. the parties to the transaction.

e. Radhakrishna Finance Private Limited have a system for proper maintenance
and preservation of information in a manner (in hard and/or soft copies) that
allows data to be retrieved easily and quickly whenever required or as/ when
requested by the competent authorities.

GENERAL
1. Adherence to KYC guidelines by agents

a. Agents shall be appointed only after detailed due diligence and ensuring that
they are fully compliant with KYC guidelines applicable to NBFCs.

b. Radhakrishna Finance Private Limited shall make available all information to
RBI to verify the compliance with KYC guidelines. Radhakrishna Finance
Private Limited shall be responsible for non-compliance of KYC guidelines
by agents.

2. Principal Officer Radhakrishna Finance Private Limited has designated
Managing Director as Principal Officer (PO) responsible for ensuring
compliance, monitoring transactions, sharing and reporting information as
required under the law/regulations.

3. Designated Director Radhakrishna Finance Private Limited has nominated
Executive Director, as Designated Director, to ensure overall compliance with
the obligations under Prevention of Money laundering Act, 2002 and Rules
framed thereunder, from time to time.

4. CDD Procedure and sharing KYC information with central KYC records
Registry (CKYCR) Radhakrishna Finance Private Limited shall capture the
KYC information for uploading the data pertaining to all new individual accounts
opened on or after 1/4/2017 with the CKYCR in the manner mentioned in the
Prevention of Money-Laundering (Maintenance of Records) Rules, 2005, as
amended from time to time. Government of India has authorised the Central



Registry of Securitisation Asset Reconstruction and Security Interest of India
(CERSAI), to act as, and to perform the functions of the CKYCR.

Training Programme Radhakrishna Finance Private Limited shall have
adequate screening mechanism as an integral part of personnel recruitment /
hiring process and also should have an ongoing employee training programs
so that members of the staff are adequately trained in KYC/AML/CFT
procedures. Training requirements shall have different focuses for front line
staff and officer/staff dealing with new customers so that all concerned fully
understand the rationale behind the KYC policies and implement them
consistently.

COMPLIANCE OF KYC POLICY

a.

Radhakrishna Finance Private Limited’s internal audit and compliance
functions periodically evaluate the level of adherence to the KYC policies and
procedures. The compliance function and audit function together shall provide
an independent evaluation of the effectiveness of KYC policies and procedures,
including legal and regulatory requirements. The Audit Committee of the Board
shall review adherence to the KYC guidelines at quarterly intervals.

Internal Audit shall on a yearly basis conduct an evaluation of compliance
functions of policies and procedures including legal and regulatory
requirements.

OTHER OPERATING INSTRUCTIONS

a.

In case of customers whose accounts have not been operated (or who have
not been transacting) for more than 12 months, fresh KYC documents will need
to be taken before undertaking any new transactions. System based control will
be put in place.

As a policy, Gold loan will be granted to individuals only and not to companies,
firms, trusts etc.

In the case of ‘pardanashin’ (veil) women, capturing of the customer’s
photograph (in Customer ID file on the system) may waived provided an
acceptable Proof of Identity document is furnished and KYC verification has
been carried down by any of female staffs.

ANNEXURE |

OFFICIALLY VALID DOCUMENTS (OVD)

1.

Individuals
Officially Valid Documents (OVD) means the passport, the driving licence,
proof of possession of Aadhaar number, the voters identity card issued by the
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election commission of India, job card issued by NREGA duly signed by an
Officer of the state government and letter issued by the National Population
Register containing details of name and address.

Provided that,
a. where the customer submits his proof of possession of Aadhaar number

C.

d.

as an OVD, he may submit it in such form as are issued by the Unique
Identification Authority of India.

where the OVD furnished by the customer does not have updated
address, the following documents shall be deemed to be OVDs for the
limited purpose of proof of address: -

a) utility bill which is not more than two months old of any service
provider (electricity, telephone, post-paid mobile phone, piped gas,
water bill);

b) property or Municipal tax receipt;

c) pension or family pension payment orders (PPOs) issued to retired
employees by Government Departments or Public Sector
Undertakings, if they contain the address;

d) letter of allotment of accommodation from employer issued by
State Government or Central Government Departments, statutory
or regulatory bodies, public sector undertakings, scheduled
commercial banks, financial institutions and listed companies and
leave and licence agreements with such employers allotting official
accommodation;

the customer shall submit OVD with current address within a period of
three months of submitting deemed OVDs

where the OVD presented by a foreign national does not contain the details
of address, in such case the documents issued by the Government
departments of foreign jurisdictions and letter issued by the Foreign
Embassy or Mission in India shall be accepted as proof of address.

Non-Individuals (Companies, Firms, Trusts etc.)
KYC norms are applicable to non-individuals also. The requirements are as under

Companies

Certified copies of each of the following documents shall be
obtained:

a) Certificate of incorporation with Memorandum & Articles
of Association

b) Resolution of Board of Directors for opening the account
and Power of Attorney / authorization of persons to
operate the account on its behalf

c) PAN allotment letter/ PAN of the Company

Documents as specified in para 1 above of the individuals
holding attorney /authorisation to transact on company’s
behalf.

Partnership
Firms

Certified copies of each of the following documents shall be
obtained:

a) Registration certificate.

b) Partnership deed.
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c) PAN of the partnership firm

Documents as specified in para 1 above of the
individuals holding attorney /authorisation to transact
on its behalf.

Proprietorship
Firms

For opening an account, CDD of the individual (proprietor)
as mentioned in para 3.2.1 shall be carried out PLUS any
two of the below mentioned documents,

a) Registration certificate, if registered

b) Certificate/License issued under Shops &
Establishment Act

c) GST and Income Tax returns

d) GST registration certificate (provisional/ final)

e) Utility bills such as electricity, water, telephone bills etc.
f) Complete Income Tax Return (not just the
acknowledgement) in the name of the sole proprietor
where the firm's income is reflected, duly
authenticated/acknowledged by the Income Tax
authorities.

g) IEC (Import Export Code) issued to the proprietary concern
by the office of DGFT or Licence/certificate of practice
issued in the name of the proprietary concern by any
professional body incorporated under a statute.

Trusts For opening an account, certified copies of each of the
following documents shall be obtained:
a) Certificate of registration
b) Trust Deed
c) Power of attorney authorizing a person to carry out
transactions on behalf of the trust
d) PAN or Form No.60 of the trust
e) Resolution of the managing body of the trust /
association.
Valid documents identifying the trustees, power of attorney
holder etc. (same as applicable for individuals as mentioned
in para 1 above).

An For opening an account of an unincorporated association or

unincorporated
association or
a

body of
individuals

a body of individuals, certified copies of each of the following
documents shall be obtained:

(a) Resolution of the managing body of such association or
body of individuals

(b) Permanent Account Number or Form No. 60 of the
unincorporated association or a body of individuals

(c) Power of attorney granted to transact on its behalf

(d) Documents, as specified in Para 1, of the person holding
an attorney to transact on its behalf and

(e) Such information as may be required by Radhakrishna
Finance Private Limited to

collectively establish the legal existence of such an
association or body of individuals.

Juridical
persons not

For opening accounts of juridical persons not specifically
covered in the earlier part, such as societies, universities
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specifically

and local bodies like village panchayats, certified copies of

covered the following documents shall be obtained:

in the earlier (a) Document showing name of the person authorised to act
part, on behalf of the entity;

such as (b) Documents, as specified in Para 1, of the individual
societies, holding an attorney to transact on its behalf and

universities (c) Such documents as may be required by Radhakrishna
and Finance Private Limited to establish the legal existence of such
local bodies an entity/juridical

like person.

village

panchayats

ANNEXURE II

Regulated Entities:

a. All Scheduled Commercial Banks (SCBs)/ Regional Rural Banks (RRBs)/ Local
Area Banks (LABs)/ All Primary (Urban) Co-operative Banks (UCBs) /State and
Central Co-operative Banks (StCBs / CCBs) and any other entity which has
been licenced under Section 22 of Banking Regulation Act, 1949.

b. All India Financial Institutions (AlFIs).

c. All Non-Banking Finance Companies (NBFCs), Miscellaneous Non-Banking
Companies (MNBCs) and Residuary Non-Banking Companies (RNBCs).

d. All Payment System Providers (PSPs)/ System Participants (SPs) and Prepaid
Payment Instrument Issuers (PPI Issuers)

e. All authorised persons (APs) including those who are agents of Money Transfer
Service Scheme (MTSS), regulated by the Regulator.
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ANNEXURE Il

ILLUSTRATIVE LIST OF SUSPICIOUS TRANSACTIONS
Broad categories of reasons for suspicion and examples of suspicious transactions
generally observed in Non- Banking Financial Companies are indicated as under:

1.

Identity of client:

False identification documents

Identification documents which could not be verified within reasonable time

Accounts opened with names very close to other established business entities.

Background of Client:

Suspicious background or links with known criminals.

Multiple Accounts:

Large number of accounts having a common account holder, introducer or

authorized personnel.

Signatory with no rationale:

Unexplained transfers between multiple accounts with no rationale.

Activity in accounts:

a. Unusual activity compared with past transactions- Sudden activity in
dormant accounts;

b. Activity inconsistent with what would be expected from declared
business.

Nature of transactions:

a. Unusual or unjustified complexity;

b. No economic rationale or bonafide purpose;

c. Frequent cash transactions;

d. Nature of transactions inconsistent with what would be expected from
declared business.

Value of Transactions:

a. Value just under the reporting threshold amount in an apparent attempt
to avoid reporting.
b. Value inconsistent with the client’s apparent financial standing.
Indicators of Suspicious Transactions:
Reluctant to part with information, data and documents;
Submission of false documents, purpose of loan and detail of accounts;
Reluctance to furnish details of source of funds;
Reluctance to meet in person, representing through power of attorney;
Approaching a distant branch away from own address;
Maintaining multiple accounts without explanation;
Payment of initial contribution through unrelated third-party account;
Suggesting dubious means for sanction of loan;
Where transactions do not make economic sense;
Where doubt about beneficial ownership;
Encashment of loan through a fictitious bank account;
Sale consideration quoted higher or lower than prevailing prices;

. Request for payment in favor of third party with no relation to transaction;
Usage of loan amount for purposes other than stipulated in connivance
with vendors, or agent;

Frequent request for change of address;
Over-payment of instalments with a request to refund the overpaid
amount.

S3TFTTSa@meaoTy
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BY THE ORDER OF THE BOARD
For Radhakrishna Finance Private Limited

Managing Director

CC:
4. Legal Department
5. Administration Department
6. HR Department

Dated this the 015t Day of April, 2023
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RADHAKRISHNA FINANCE PRIVATE IMITED
NOTIFICATION

RFPL/LEGAL/NOTIFICATION APRIL-2023-24
Guruvayur, Dated 015t April, 2023

In exercise of the powers of the board of directors conferred by the Articles of
Association of the company and pursuant to the guidelines issued by the Reserve
Bank of India, the board hereby notifies the guidelines to be followed
branches/offices while sanctioning loans against the security of single product-
Gold Jewellery.

GOLD LENDING POLICY

1.
1. These guidelines may be gold The Gold Lending Policy- 2023-24
2. They shall come into force on 015t April, 2023.
2. Applicability:
This policy is applicable to loans sanctioned against security of single product- Gold
Jewellery.

3. Loan to Value (LTV):
The company shall maintain a Loan to Value (LTV) Ratio not exceeding 75 per cent for
loans granted against the collateral security of gold jewellery. The management reserves
the right to determine the LTV based on the existing marketing conditions of the state. The
head office shall provide the LTV ratio on day to day basis to branches.

4. Determination of Value of Gold
The intrinsic value of the gold is only considered for determining loan amount. The following
are the guidelines of Reserve Bank of India, adopted by the company for the purpose of
determination of value of gold:

1) The gold jewellery accepted as collateral by the Company shall be valued by taking
into account the preceding 30 days’ average of the closing price of 22 carat gold as
per the rate as quoted by the Bombay Bullion Association Ltd. (BBA) or the historical
spot gold price data publicly disseminated by a commodity exchange regulated by the
Forward Markets Commission.

2) If the purity of the gold is less than 22 carats, the company shall translate the collateral
into 22 carat and state the exact grams of the collateral. In other words, jewellery of
lower purity of gold shall be valued proportionately.
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3) Company, while accepting gold as collateral, shall give a certificate to the borrower on
their letterhead, of having assayed the gold and state the purity (in terms of carats)
and the weight of the gold pledged.

5. Prohibited forms of Gold as Collateral Security
The lending on the following forms of gold prohibited:
1) bullion / primary gold and
2) gold coins & offerings to a temple.

The company shall not grant any advance for purchase of gold in any form including
primary gold, gold bullion, gold jewellery, gold coins, units of Exchange Traded Funds
(ETF) and units of gold mutual fund.

6. Verification of Ownership of Collateral Security

Where the gold jewellery pledged by a borrower at any one time or cumulatively on loan
outstanding is more than 20 grams, company shall keep a record of the verification of the
ownership of the jewellery. The ownership verification need not necessarily be through
original receipts for the jewellery pledged but a suitable document shall be prepared to
explain how the ownership of the jewellery has been determined, particularly in each and
every case where the gold jewellery pledged by a borrower at any one time or cumulatively
on loan outstanding is more than 20 grams.

7. Safety and security measures to be followed by company lending against collateral
of gold jewellery

1) Company shall ensure that necessary infrastructure and facilities are put in place,
including safe deposit vault and appropriate security measures for operating the vault,
in each of its branches where gold jewellery is accepted as collateral. This is required
to safeguard the gold jewellery accepted as collateral and to ensure convenience of
borrowers.

8. The duties and responsibilities of Branch Managers in lending against collateral of
gold jewellery.

1. Compliance of KYC (Know Your Customer) guidelines issued by the Reserve Bank of
India. i.e., the applicant shall submit the following documents along with loan
application

Color Photo

Self-Attested Copy of Permanent Account Number (PAN) Card
Self-Attested Copy of Aadhar/Passport/Voters 1D

Verified Mobile Number 2(Nos)

Verified E-mail Id

ok wN=~

2. Compliance of assaying procedures issued by the company for determining
value/quality of the jewellery received.

1. Verification of KYC of the Customer

2. The branch shall sanction loan only to those customers who are belonging to the
permitted areas of operation of branch by the head office.

3. The Branch shall take the photo of the customer with date & time through our
software.
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6.

4. No loan shall be renewed without the presence of customer in Branch

5. Verification (weight, purity etc.) of gold jewellery by the Branch Manager and in his
absence Assistant Branch Manager/Executive, who have relevant experience in
verification of gold jewellery with the prior approval of management.

6. Determining the value of the gold by using the electronic weighing machine by the

branch executive/assistant branch manager.

Finalization of scheme of loan with customer.

8. Recommending & forwarding the of loan application of customer for the approval
of branch manager.

9. Verification of documents and sanctioning of loan to the customer by the Branch
Manager.

10. Disbursement of loan amount to the customer along with the acknowledgment.

11. If the loan amount exceeds Rs. 3 Lacs (Rupees Three Lakhs) the prior approval of
the Head office shall be taken.

12. If the loan amount exceeds Rs. 3 Lacs (Rupees Three Lakhs), the collective photos
of gold jewellery and photo of weight information’s shall be shared with Head office-
Accounts Department

N

Declaration from the customers to satisfy ownership of the gold jewellery

Ensure that, there is always Adequate systems for storing the jewellery in safe custody,
reviewing the systems on an on-going basis, training the concerned staff. Obtain the
periodic report from internal auditors that, procedures are strictly adhered to.

Periodically audit by a qualified/experienced gold appraiser (Purity, weight, amount
disbursed etc.)

Ensure that, the jewellery accepted as collateral shall be appropriately insured.

9. Fraudulent Transactions
Any fraudulent transactions noticed/found by the branch employees;

1.

They shall inform the Internal Auditor & Administration Manager via e-mail within 24hrs
of event.

The administration manager shall initiate the procedure for verification of details of
transaction. The report should be submitted to the Legal Department for further
process within 48hrs of mail.

The legal Department should make necessary arrangements for safeguarding the
interest of the company within 48hrs receipt of report from Administration Manager and
report should be submitted to the Managing Director within Next 48hrs.

Allow appropriate time limit to settle the Fraud.

If the fraud is not settled, the legal department shall take appropriate legal action
against staffs who were involved in the fraud.
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6. Proceed with legal action, whether Civil or Criminal, up to the settlement of Fraud or
up to the final Judgement of legal action.

BY THE ORDER OF THE BOARD
For Radhakrishna Finance Private Limited

Managing Director

CC:
1. Legal Department
2. Administration Department
3. HR Department

Dated this the 01st Day of April, 2023

27



RADHAKRISHNA FINANCE PRIVATE IMITED
NOTIFICATION

RFPL/LEGAL/NOTIFICATION APRIL-2023
Guruvayur, Dated 015t April, 2023

In exercise of the powers of the board of directors conferred by the Articles of
Association of the company and pursuant to the guidelines issued by the Reserve
Bank of India, the board hereby notifies the guidelines to be followed
branches/offices while sanctioning loans against the security of single product-
Gold Jewellery.

GOLD AUCTION POLICY

These guidelines may be called The Gold Auction Policy- 2023-24

1. Effective Date
They shall come into force on 015t April, 2023.

2. Applicability:
This policy is applicable to loans sanctioned against security of single product- Gold
Jewellery.

3. Loan Agreement
The company shall ensue that, the loan agreement shall also disclose details
regarding auction procedure.

4. Place of Auction
The auction shall be conducted in the same town or taluka in which the branch that
has extended the loan is located.

However, In reference to the “DOR.NBFC (PD). CC.No.108/03.10.001/2019-20" of

Reserve Bank of India, the company can however pool gold jewellery from different

branches in a district and auction it at any location within the district, subject to

meeting the following conditions:

i.  The first auction has failed.

i. The company shall ensure that all other requirements of the extant directions
regarding auction (prior notice, reserve price, arms-length relationship,
disclosures, etc.) are met.

5. Reserve Price
While auctioning the gold the company must declare a reserve price for the pledged
ornaments. The reserve price for the pledged ornaments shall not be less than 85
per cent of the previous 30 days average closing price of 22 carat gold as declared
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10.

by the Bombay Bullion Association Ltd. (BBA) or the historical spot gold price data
publicly disseminated by a commodity exchange regulated by the Forward Markets
Commission and value of the jewellery of lower purity in terms of carats shall be
proportionately reduced. The IRR (Internal Rate of Return) fixed by the
Management shall be considered while fixing Reserve Price.

. Auctioneers

Gold pledged shall be auctioned only through auctioneers approved by the Board.
The company or its employees shall not participate in the auctions held.

. Advertisement

The auction shall be announced to the public by issue of advertisements in at least
two newspapers, one in vernacular and another in national daily newspaper.

. Proceedings of Auction

The company shall provide the full details of the value fetched in the auction and
the outstanding dues adjusted and any amount over and above the loan outstanding
shall be payable to the borrower.

Transparency & Arms-length relationship during the auction

The company shall ensure that, Transparent auction procedure in case of non-
repayment with adequate prior notice to the borrower. There shall be no conflict of
interest and the auction process must ensure that there is arm’s length relationship
in all transactions during the auction including with group companies and related
entities.

Annual Reports

The company shall disclose in their annual reports the details of the auctions
conducted during the financial year including the number of loan accounts,
outstanding amounts, value fetched and whether any of its sister concerns
participated in the auction.

BY THE ORDER OF THE BOARD
For Radhakrishna Finance Private Limited

Managing Director

CC:

1. Legal Department
2. Administration Department
3. HR Department

Dated this the 01st Day of April, 2023
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THE GOLD AUCTION POLICY RULES, 2023-24
RFPL/LEGAL/NOTIFICATION APRIL-2023
Guruvayur, Dated 015t April, 2023

. These rules may be called The Gold Auction Policy Rules, 2023

. They shall come into force on 015t April, 2023.

3.141.

3.1.2.

3.1.3.

3.1.4.

. The Gold Collection and Auction Rules to be followed:

Contacting of Customer

The branch manager shall ensure that, there is regular communication
of reminder with the customer about the due date of payment of interest
of the loan amount availed and also inform the customer that if the
account is not settled before the maturity, the jewellery will be sold in
auction. Preferably, 15 days before due date. The mode of
communication can be Tele calling, messages, e-mail, direct meeting
subject to the approval of deputy general manager.

Failure in settlement of interest and principal before the maturity
period of the scheme availed.

The branch manager shall ensure that, if any loan account holder failed
to settle the loan account along with principle and interest amount before
the maturity period of the scheme availed, the file shall be transferred to
legal department within 24hrs with the approval of DGM, for sending
legal notice (Registered) demanding the closure of account and
intimating the auction procedures.

Auction List

If the loan account holder fails to settle the matter within 15 days from
the date of sending the registered legal notice or customer has not
responded to the intimation letter of the company, then the branch
manager shall include the name of loan account holder to the Upcoming
Auction List within 2 days.

Submission of Auction List and Gold Jewellery to Head Office

The branch shall handover the Auction List along with the gold jewellery
to head office directly or through internal auditor or the person authorized
by the Company to do so. Sufficient acknowledgment shall be collected
from the Head Office.
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3.1.5.

3.1.6.

3.1.7.

3.1.8.

3.1.9.

Gold Appraiser Report

The administration manager shall ensure that, the Head Office
appraising of the purity, weight, value of the gold under auction by a
qualified appraiser is completed and his report shall be submitted to
Auction Officer

Determination of Reserve Price
The administration department shall ensure that, the finance department
has provided the reserve price to be fixed the gold under the auction list.

List of Auctioneers

The administration department shall ensure that, the list of auctioneers
& auction list is approved by the board of directors or board committee
formed for the purpose. The approval reference number should be
mentioned in the lists.

Public Notice of Auction

The administration department shall ensure that, the auction shall be
announced to the public by issue of advertisements in at least two
newspapers, one in vernacular and another in national daily newspaper
indicating the place, date and time and other relevant information.

Auction

The administration department shall ensure that,

a) Auction has been held on at the right place at right time.

b) All participants marked their attendance in the register

c) The reserve price shall be announced by the Auction Officer.

d) The final bid amount of all auctioneers shall be noted by the Auction
Officer.

e) The highest bid amount shall be noted by the Auction Officer.

f) After deciding the successful bidder, two witness signatures (from
the participants) shall be obtained by the Auction Officer on the bid
record.

g) The bid record shall include the details of highest bid amount and
successful bidder and final bid amount of all auctioneers.

Auction Participants

Internal Parties

1. Auction Officer

2. Administration Manager

3. Finance Manager

4. Branch Manager or Assistant Branch Manager

5. Special invitees, with prior approval of board of directors

External Parties



1. Borrowers
2. Approved auctioneers
3. Special invitees, with prior approval of board of directors

3.1.10. Settlement and Closure of Loan Account
After completion of successful auction, the loan account of the defaulter
shall be closed and any excess amount, if any, found shall be refunded
to the defaulter after deducting dues if any with the company.

Similarly, in the settlement of account after completion of auction, the
company has incurred any loss and which also fails to meet the IRR fixed
by the Board of Directors, then that files should be transferred to legal
department for initiating legal actions.

BY THE ORDER OF THE BOARD
For Radhakrishna Finance Private Limited

Managing Director

CC:
1. Legal Department
2. Administration Department
3. HR Department

Dated this the 015t Day of April, 2023
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RADHAKRISHNA FINANCE PRIVATE IMITED
NOTIFICATION

RFPL/LEGAL/NOTIFICATION APRIL-2023
Guruvayur, Dated 015t April, 2023

In exercise of the powers of the board of directors conferred by the Articles of
Association of the company and pursuant to the guidelines issued by the Reserve
Bank of India, the board hereby notifies the guidelines to be followed
branches/offices while dealing with customer grievances.

1. Name:
These guidelines may be called The Grievance Redressal Policy 2023

2. Effective Date
They shall come into force on 015t April, 2023.

3. Applicability:
This policy is applicable to all over the offices of the company including branch
office, liaison office, head office, corporate office and registered office of the
company.

4. Types of Grievances:
The expected grievances are classified in the following manner

Branch Office Level
1. Customer Grievances
2. Employees Grievances
3. Statutory Regulators Grievances

Head Office Level
1. Employees Grievances
2. Statutory Regulators Grievances

5. Officers in Charge:
The officers in charge is for dealing grievances in designated in the following
manner.

Operational Level Officer : Internal Auditors
Middle Management Level Officer : Administration Manager
Management Level Officer ; Managing Director
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BY THE ORDER OF THE BOARD
For Radhakrishna Finance Private Limited

Managing Director

CC:
1. Legal Department
2. Administration Department
3. HR Department

Dated this the 01st Day of April, 2023
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THE GRIEVANCES REDRESSAL POLICY RULES, 2023

RFPL/LEGAL/NOTIFICATION APRIL-2023
Guruvayur, Dated 015t April, 2023

These rules may be called The Grievances Redressal Policy Rules, 2023

. They shall come into force on 015t April, 2023.

. The Grievances Redressal Policy Rules, 2023 to be followed:

Customer Grievances

BRANCH OFFICE LEVEL

S Matter of Level of Level of Tl_Jrnaround
. . - Time (TAT)
No issue Compliant Officer .
Required
Branch Office Internal
1 Product Level Auditor 1-3 Days
> | service Administration 1-2 Days
Manager
Head Office
3 | Legal Matters Level Legal Head 1-3 Days
RBI Related Managing
4 | Matters Director 1-3 Days
Employee Grievances
Turnaround
S | Matter ofissue | -evelof | Levelof 1 e (TAT)
No Compliant Officer .
Required
Branch
Infrastructure . HR
1 Facilities & Others Office Department 1-3 Days
Level
2 | Service Ad“r;;nrzztrz’;lon 1-2 Days
Head g
3 | Legal Matters Office Legal Head 1-3 Days
4 RBI Related Level Managing 1-3 Davs
Matters Director y
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Statutory Regulators Grievances

S Level of Level of URLGEL e
Matter of issue . - Time (TAT)
No Compliant Officer .
Required
: Branch i .
1 Compliance of Office Administration 1-3 Days
Local Laws Manager
Level
Other Legal
2 Legal Head 1-3 Days
Matter Head office
Level ;
3 RBI Compliance M;naglng 1-3 Days
irector
HEAD OFFICE LEVEL
Employee Grievances
Turnaround
E Matter of issue Level_of Levgl W Time (TAT)
No Compliant Officer .
Required
Branch
Infrastructure . HR
1 Facilities & Others Office Department 1-3 Days
Level
2 | Service Adl\r;;nrllztrztrlon 1-2 Days
Head g
3 | Legal Matters Office Legal Head 1-3 Days
4 RBI Related Level Managing 1-3 Davs
Matters Director y
Head Office Levels
Statutory Regulators Grievances
Turnaround
z Matter of issue Level_of Levgl o Time (TAT)
No Compliant Officer .
Required
. Branch - .
1 Compliance of Office Administration 1-3 Days
Local Laws Manager
Level
Other Legal
2 Matter Legal Head 1-3 Days
RBI Head office
; Level ;
3 Compl!ance/Other Ma!naglng 1-3 Days
Compliances of Director
Laws

Provided that,
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The time for the compliance of law can be changed as per the provision of the
concerned law.

BY THE ORDER OF THE BOARD
For Radhakrishna Finance Private Limited

Managing Director

CC:
1. Legal Department
2. Administration Department
3. HR Department

Dated this the 015t Day of April, 2023
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RADHAKRISHNA FINANCE PRIVATE IMITED
NOTIFICATION

RFPL/LEGAL/NOTIFICATION APRIL-2023
Guruvayur, Dated 015t April, 2023

Prudential Norms on Income Recognition, Asset Classification and Provisioning

pertaining to advances — RBI circular dated 12/11/2021

RBI instructions on 'Prudential norms on Income Recognition, Asset Classification and
Provisioning, pertaining to Advances dated 12th November 2021.

With reference to the RBI circular no. RBI/2021-2022/125 DOR.STR.REC.68/21.04 .048/2021-220n
'Prudential norms on Income Recognition, Asset Classification and Provisioning, pertaining to
Advances — Clarifications' dated 12th November 2021, the following clarifications may kindly be

noted.

1.

Clarification on 'Overdue’
An amount is to be treated as 'Overdue’ if it is not paid on the due date fixed by the
Company.

Classification as Special Mention Account (SMA) and Non-Performing Asset (NPA)
The RBI circular DBR.No.BP.BC.45/21.04.048/2018-19 dated 7th June, 2019 on
'Prudential Framework for Resolution of Stressed Assets' requires the lenders torecognize
incipient stress in borrower accounts, immediately on default, by classifyingthem as special
mention accounts (SMA). It is clarified that the intervals are intended tobe continuous and
accordingly, the basis for classification of SMA categories shall be asfollows:

Loans other than revolving facilities

SMA Sub- Basis for classification — Principal or interest payment or any other
categories amount wholly or partly overdue

SMA-0 Up to 30 days

SMA-1 More than 30 days and up to 60 days SMA-2

SMA-2 More than 60 days and up to 90 days Accordingly,

Accordingly, the date of SMA/NPA shall reflect the asset classification status of the loan
account, at the day-end of that calendar date. An illustration of such classification is as
follows:

SMA Basis for classification — Principal If a customer takes a loan on1st Jan
Categori or interest payment or any other 2021 and repaymentis made without
es amountwholly or partly overdue default till 1st Dec 2021 and subsequent

repayments are not made. Then the loan
will
fallin

Upto 30 days SMA 0 on 1st Jan 2022

SMA-1 | More than 30 days and upto 60 day | SMA 1 on 31st Jan 2022

SMA-2 | More than 60 days and upto 90 days | SMA 2 on 2nd Mar 2022
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NPA More than 90 days The loan will be treated asNPA upon
running day-end
process on 1st April 2022

Case (B) Gold Loan
SMA Basis for classification — Principal or A customer takes aloan on 1st Jan 2021
Catego interest payment or any other amount with maturity date as on 29th Jun 2021
ries wholly or partly overdue (6-month scheme) and If the Principal or
interest payment or any other amount
wholly or partly overdue in such loan on

29th Jun 2021, then
the loan will fall in

Up to 30 days SMA 0 on 29th Jun 2021

SMA- | More than 30 days and up to 60 days | SMA 1 on 29th Jul 2021

SMA- | More than 60 days and unto 90 days | SMA 2 on 28th Aug 2021

NPA | More than 90 days The loan will be treated asNPA upon
running day-end
process on 27th Sept 2021

In the above context, it is further clarified that borrower accounts shall be flagged as overdue
by the lending institutions as part of their day-end processes for the due date,irrespective of
the time of running such process.

NPA Classification in case of interest payments.
In case of interest payments in respect of term loans, an account will be classified as NPA, if
the interest applied at a specified date remains overdue for more than 90 days.

These instructions shall be effective from 31st March, 2022. Accordingly, in respect ofany
borrower account which becomes overdue on or after 31st March, 2022, its classification as
NPA shall be based on the account being overdue for more than 90 days.

Upgradation of accounts classified as NPAs

In this regard, it is clarified that loan accounts classified as NPAs may be upgraded as
'Standard' asset only if entire arrears of interest and principal are paid by the borrower
(applicable from October 1, 2022). Regarding upgradation of accounts classified as NPAdue
to restructuring, non-achievement of date of commencement of commercial operations
(DCCO), etc., the instructions as specified for such cases shall continue to beapplicable.
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RADHAKRISHNA FINANCE PRIVATE IMITED
NOTIFICATION

RFPL/LEGAL/NOTIFICATION APRIL-2023
Guruvayur, Dated 015t April, 2023

CUSTOMER SECURITY TIPS

Mobile Security Precautions
Do’s

1. Password protect the mobile phone and never give your mobile phone to anyone.

2. Choose a strong password to keep your account and data safe.

3. Review your account statements frequently to check for any unauthorised
transactions.

4. Change your PIN regularly.

5. Report a lost or stolen phone immediately to your service provider and law
enforcement authorities.

1. Never give your PIN or confidential information over the phone or internet. Never
share these details with anyone.

2. Don't click on links embedded in emails/social networking sites claiming to be from
RADHAKRISHAN FINANCE or representing RADHAKRISHAN FINANCE.

3. Don't transfer funds without due validation of the recipient, as funds once
transferred cannot be reversed.

4. Don't store sensitive information such as credit card details, mobile banking
password and user ID in a separate folder on your phone.

5. Don't forget to inform RADHAKRISHAN FINANCE of changes in your mobile
number to ensure that SMS notifications are not sent to someone else.

6. Never reveal or write down PINs or retain any email or paper communication from
RADHAKRISHAN FINANCE with regard to the PIN or password

7. Be cautious while accepting offers such as caller tunes or dialer tunes or
open/download emails or attachments from known or unknown sources



8.

9.

Be cautious while using Bluetooth in public places, as someone may access your
confidential data/information

Be careful about the websites you are browsing. If it does not look authentic, do
not download anything from it.

Secure Phone Banking

1.

While talking to the Phone Banking officer, never disclose the following:

o 4 digit ATM/IVR PIN

o OTP

o Net Banking password

o CVV (Card Verification Value
Ensure that no one see you entering you PIN (personal identification number).
Avoid giving verification details to the Phone Banking officer while in public places.
The Phone Banking channel is meant to be used by the account holder only. Do
not transfer the line or hand over the phone to any other person after you complete
self-authentication.

Secure Computer Usage

1.

4.

Use licensed software. Software purchased from untrustworthy sources could have
virus or trojans that could corrupt your files and reveal your confidential data.
Protect your computer accounts with strong passwords

Update your computer with latest security patches for your operating system,
browser and email client.

Use anti-virus, anti-spyware and personal firewalls

Creating Safe and Secure Passwords — Do’s

1.

Don’ts

1.

2.

Keep alphanumeric passwords that are at least 8 characters long. Mix upper and
lowercase letters, and special characters like $, @, *, etc.

Be creative and think of a password that is really different as well as difficult to
guess. You can use phrases in sentences such as "nature's wrath tsunami" to
frame your passwords as they are easy to remember and difficult to crack.

Place punctuation or numbers randomly.

Don’t use dictionary-based words, your spouse’s hame or your date of birth. These
are easy to crack or guess.
Don’t use sequences of letters or numbers. E.g.: abcd1234. asdfg123 etc.
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Do not keep the same passwords for multiple accounts. Once hackers have
guessed one password, they’ll often try to see if it works on other accounts.

Do not write down your passwords.

Don’t use personal information like your name, date of birth, PAN number, etc.
Change your passwords once in every three months.

Protecting Your Password

1.

o bk~ e

6.

Memorize your PIN. Don’t write down your password or PIN anywhere especially
not on your card.

Change your PIN/passwords at regular intervals.

If you suspect that someone knows your PIN/Password, change it immediately.
Don’t send your password or PIN to anyone via email or text message.

Don’t say your password or PIN aloud in public where other people can hear you.
Don’t have your browser remember your card/account password.

Secure Internet Browsing

1.

Observe click discipline while browsing through different websites. You may land
up clicking on to malicious link that could download malicious code / software or
virus on to your computer.

Downloading software from non-trustworthy sites including torrent sites may lead
to infecting your computer with virus.

Read privacy policy of the website before entering personal information such as
name and email ID. Be aware of how your information would be used by the
website owner.

Do not share copies of KYC documents with unidentified persons,
unverified/unauthorized Apps. You are requested to report such Apps/Bank
Account information associated with the Apps to concerned law enforcement
agencies or can file complaint using Sachet portal through the link
: https://sachet.rbi.org.in/Complaints/Add
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FRAUD REPORTING TO RBI:

TIMELY INTIMATION OF FRAUD INCIDENTS DETECTED & FILING OF POLICE
COMPLAINT

With reference to the captioned subject, the following directions are notified for strict
compliance.

1. Intimation on fraud incidents

It may be noted that in the instance of a fraud being detected, intimation (details in brief)
shall be provided to the Compliance Department (cs@radhakrishnafinance.com, info@
radhakrishnafinance.com) within 2 days of such detection or conclusion of the incident
as fraud, by the concerned RMs where the fraud has occurred at the regional/branch
level and in the case of fraud detected at HO or in other business verticals (SME/VEF)
by the concerned departments at HO/Vertical Heads. Further, a detailed report in the
prescribed format shall be submitted within 10 days of such detection.

2. Filing of Police Complaint

In all incidents where the commitment of fraud has been detected/ confirmed, police
complaint should compulsorily be filed against those involved in the following instances.

e The amount involved in fraud is above Rs. 10,000, committed by the staff.

e The amount involved in fraud is Rs. 1 lakh & above, committed by
customers/external parties.

The above instructions are in line with the RBI’'s Directions/Circular (Master Direction:
“‘Monitoring of Frauds in NBFCs (Reserve Bank) Directions, 2016” DNBS.
PPD.01/66.15.001/2016-17, dated September 29, 2016 and Master Circular : “Future
approach  towards monitoring of frauds in NBFCs”, DNBR (PD)
CC.No0.058/03.10.119/2015-16) on reporting requirement concerning fraud.
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Preface

There has been a surge in usage of digital modes of payment in the recent years. This gained
further momentum during the Covid-19 induced lockdowns. While enhancing customer
convenience, it also furthered the national objective of financial inclusion. However, as the
speed and ease of doing financial transactions has improved, the number of frauds reported
in retail financial transactions have also gone up. Fraudsters have been using innovative
methods to defraud the common and gullible people of their hard-earned money, especially
the new entrants in the use of digital platforms who are not entirely familiar with the techno-

financial eco-system.

This booklet has been compiled from various incidents of frauds reported as also from
complaints received at the offices of RBI Ombudsmen to provide maximum practical
information of value, especially to those who are inexperienced, or not so experienced, in
digital and electronic modes of financial transactions. The booklet is intended to create
awareness among the members of public about the modus operandi adopted by fraudsters to
defraud and mislead them, while also informing them about the precautions to be taken while
carrying out financial transactions. It emphasizes the need for keeping one's personal
information, particularly the financial information, confidential at all times, be-ware of unknown
calls / emails / messages, practicing due diligence while performing financial transactions and
changing the secure credentials / passwords from time to time. Hence the title BE(A)WARE

— Be Aware and Beware!

This booklet is part of the public awareness initiative by the Consumer Education and
Protection Department, Reserve Bank of India and has been conceptualized by the office of

Ombudsman, Mumbai-II.




Modus Operandi and Precautions to be taken against Fraudulent
Transactions - Banks




1. Phishing links

Modus Operandi

» Fraudsters create a third-party phishing website which looks like an existing genuine
website, such as - a bank’s website or an e-commerce website or a search engine,
etc.

» Links to these websites are circulated by fraudsters through Short Message Service
(SMS) / social media / email / Instant Messenger, etc.

» Many customers click on the Ilink
without checking the detailed Uniform
Resource Locator (URL) and enter
secure credentials such as Personal
Identification Number (PIN), One Time
Password (OTP), Password, etc., which
are captured and used by the

fraudsters.




2. Vishing calls
Modus Operandi

» Imposters call or approach the customers through telephone call / social media posing
as bankers / company executives / insurance agents / government officials, etc. To
gain confidence, imposters share a few customer details such as the customer’s name
or date of birth.

» In some cases, imposters pressurize / trick
customers into sharing confidential details
such as passwords / OTP / PIN / Card
Verification Value (CVV) etc., by citing an
urgency / emergency such as - need to block
an unauthorised transaction, payment
required to stop some penalty, an attractive
discount, etc. These credentials are then used
to defraud the customers.




3. Frauds using online sales platforms
Modus Operandi

» Fraudsters pretend to be buyers on online sales platforms and show an interest in
seller’s product/s. Many fraudsters pretend to be defence personnel posted in remote
locations to gain confidence.

» Instead of paying money to the seller, they use the “request money” option through the
Unified Payments Interface (UPI) app and insist that the seller approve the request by
entering UPI PIN. Once the seller enters the PIN, money is transferred to the

fraudster’s account.

Please enter PIN

to receive money!!




4. Frauds due to the use of unknown / unverified mobile apps

Modus Operandi

» Fraudsters circulate through SMS / email / social media / Instant Messenger, etc.,
certain app links, masked to appear similar to the existing apps of authorised entities.

» Fraudsters trick the customer to click on such links which results in downloading of
unknown / unverified apps on the customer’s mobile / laptop / desktop, etc.,

» Once the malicious application is downloaded, the fraudster gains complete access to
the customer’s device. These include confidential details stored on the device and

messages / OTPs received before / after installation of such apps.




5. ATM card skimming

Modus Operandi

» Fraudsters install skimming devices in ATM machines and steal data from the

customer’s card.

» Fraudsters may also install a dummy keypad or a
small / pinhole camera, well-hidden from plain sight to
capture ATM PIN.

Sometimes, fraudsters pretending to be other
customer standing near-by gain access to the PIN
when the customer enters it in an ATM machine.

This data is then used to create a duplicate card and

withdraw money from the customer’s account.




6. Frauds using screen sharing app / Remote access
Modus Operandi

» Fraudsters trick the customer to download a screen sharing app.

» Using such app, the fraudsters can watch / control the customer’s mobile / laptop and
gain access to the financial credentials of the customer.

» Fraudsters use this information to carry out unauthorised transfer of funds or make

payments using the customer’s Internet banking / payment apps.




7. SIM swap / SIM cloning

Modus Operandi

» Fraudsters gain access to the customer’s Subscriber Identity Module (SIM) card or
may obtain a duplicate SIM card
(including electronic-SIM) for the
registered mobile number connected to
the customer’s bank account.

» Fraudsters use the OTP received on
such duplicate SIM to carry out
unauthorised transactions.

» Fraudsters generally collect the
personal / identity details from the
customer by posing as a telephone /
mobile network staff and request the
customer details in the name of offers
such as - to provide free upgrade of
SIM card from 3G to 4G or to provide

additional benefits on the SIM card.




8. Frauds by compromising credentials on results through search engines
Modus Operandi

» Customers use search engines to obtain contact details / customer care numbers of
their bank, insurance company, Aadhaar updation centre, etc. These contact details
on search engines often do NOT belong to the respective entity but are made to appear
as such by fraudsters.

» Customers may end up contacting
unknown / unverified contact
numbers of the  fraudsters
displayed as bank / company’s
contact numbers on search engine.

» Once the customers call on these
contact numbers, the imposters ask
the customers to share their card
credentials / details for verification.

» Assuming the fraudster to be a genuine representative of the RE, customers share
their secure details and thus fall prey to frauds.




9. Scam through QR code scan

Modus Operandi

» Fraudsters often contact customers under various pretexts and trick them into
scanning Quick Response (QR) codes using the apps on the customers’ phone.
» By scanning such QR codes, customers may unknowingly authorise the fraudsters to

withdraw money from their account.




10. Impersonation on social media

Modus Operandi

>

>

Fraudsters create fake accounts using details of the users of social media platforms
such as Facebook, Instagram, Twitter, etc.

Fraudsters then send a request to the users’ friends asking for money for urgent
medical purposes, payments, etc.

Fraudsters, using fake details, also contact users and gain users’ trust over a period
of time. When the users’ share their personal or private information, the fraudsters use

such information to blackmail or extort money from the users.

¢
I




11. Juice jacking

Modus Operandi
» The charging port of a mobile, can also be used to transfer files / data.

» Fraudsters use public charging ports to transfer malware to customer phones connected
there and take control / access / steal data sensitive data such as emails, SMS, saved

passwords, etc. from the customers’ mobile phones (Juice Jacking).




12. Lottery fraud

Modus Operandi

» Fraudsters send emails or make phone calls that a customer has won a huge lottery.
However, in order to receive the money, the fraudsters ask the customers to confirm their
identity by entering their bank account / credit card details on a website from which data
is captured by the fraudsters.

» Fraudsters also ask the customers to pay taxes/ forex charges / upfront or pay the shipping
charges, processing / handling fee, etc., to receive the
lottery / product.

» Fraudsters in some cases, may also pose as a
representative of RBI or a foreign bank / company /
international financial institution and ask the customer
to transfer a relatively small amount in order to receive
a larger amount in foreign currency from that institution.

» Since the requested money is generally a very small

percentage of the promised lottery / prize, the customer
may fall into the trap of the fraudster and make the
payment.




13. Online job fraud

Modus Operandi

» Fraudsters create fake job search websites and when the job seekers share secure
credentials of their bank account / credit card / debit card on these websites during
registration, their accounts are compromised.

» Fraudsters also pose as officials of reputed company(s) and offer employment after
conducting fake interviews. The job seeker is then induced to transfer funds for
registration, mandatory training program, laptop, etc.

GREAT JOB




14. Money mules

Modus Operandi

» Money Mule is a term used to describe innocent victims who are duped by fraudsters into

laundering stolen / illegal money via their bank account/s.

> Fraudsters contact customers via emails, social media, etc., and convince them to receive
money into their bank accounts (money mule), in exchange for attractive commissions.

» The money mule is then directed to transfer the money to another money mule’s account,
starting a chain that ultimately results in the money getting transferred to the fraudster's
account.

» Alternatively, the fraudster may direct the money mule to withdraw cash and hand it over
to someone.

» When such frauds are reported, the money mule becomes the target of police investigation

for money laundering.




Modus Operandi and Precautions to be taken against Fraudulent

Transactions — Non Banking Financial Companies (NBFCs)

PART-B

NON-BANKING
FINANCIAL COMPANY




1. Fake advertisements for extending loans by fraudsters
Modus Operandi

» Fraudsters issue fake advertisements offering personal loans at very attractive and low
rates of interest or easy repayment options or without any requirement of collateral/
security, etc.

» Fraudsters send emails with such offers and ask the borrowers to contact them. To
gain credibility with the gullible borrowers and to induce confidence, these email-ids
are made to look-like the emails IDs of senior officials of well-known / genuine Non-
Banking Financial Companies (NBFCs).

» When borrowers approach the fraudsters
for loans, the fraudsters take money from
the borrowers in the name of various upfront
charges like processing fees, Goods and
Services Tax (GST), intercity charge,
advance Equated Monthly Instalment (EMI),
etc., and abscond without disbursing the
loans.

» Fraudsters also create fake website links to
show up on search engines, when people search for information on loans.




2. SMS/ Email / Instant Messaging / Call scams
Modus Operandi

» Fraudsters circulate fake messages in instant messaging apps / SMS / social media
platforms on attractive loans and use the logo of any known NBFC as profile picture in
the mobile nhumber shared by them to
induce credibility.

» The fraudsters may even share their
Aadhaar card / Pan Card and fake
NBFC ID card.

» After sending such bulk messages /
SMS / emails, the fraudsters call
random people and share fake

sanction letters, copies of fake
cheques, etc., and demand various
charges. Once the borrowers pay these
charges, the fraudsters abscond with the money.




3. OTP based Frauds

Modus Operandi

» Fraudsters impersonating as NBFCs, send SMS / messages offering loans or
enhancement of credit limit on NBFC/bank customers’ loan accounts, and ask
the customers to contact them on a mobile number.

> When the customers call such numbers, fraudsters ask them to fill forms to collect their

financial credentials. Fraudsters then induce / convince the customers to share the

OTP or PIN details and carry out unauthorised transfers from the customers’ accounts.




4. Fake loan websites / App frauds

Modus Operandi

» Fraudsters create unscrupulous loan apps which offer instant and short-term loans.

These apps dupe the borrowers and may also charge

significantly higher interest rates.
» To attract gullible borrowers, the fraudsters advertise
“limited period offers” and ask borrowers to make

urgent decisions using pressure tactics.




5. Money circulation / Ponzi / Multi-Level Marketing (MLM)

schemes fraud

Modus Operandi

» Fraudsters use MLM / Chain Marketing / Pyramid

Structure schemes to promise easy or quick

money upon enrolment / adding of members.

The schemes not only assure high returns but also

pay the first few instalments (EMIs) to gain

confidence of gullible persons and attract more

investors through word of mouth publicity.

The schemes encourage addition of more people

to the chain / group. Commission is paid to the

enroller for the number of people joining the

scheme, rather than for the sale of products.

This model becomes unsustainable after some time when number of persons joining
the scheme starts declining. Thereafter, the fraudsters close the scheme and
disappear with the money invested by the people till then.




6. Fraudulent loans with forged documents
Modus Operandi

» Fraudsters use forged documents to avail services from financial institutions.

» Fraudsters commit identity thefts, steal personal information of customers such as
identity cards, bank account details etc., and use this information or credentials to avail
benefits from a financial institution.

» Fraudsters pose as NBFC employees and collect KYC related documents from

customers.




General Precautions to be taken for financial transactions
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General precautions

>

Be wary of suspicious looking pop ups that appear during your browsing sessions on
internet.

Always check for a secure payment gateway (https:// - URL with a pad

lock symbol) before making online payments / transactions.

Keep the PIN (Personal Identification
Number), password, and credit or debit card
number, CVV, etc., private and do not share
the confidential financial information with
banks/ financial institutions, friends or even
family members.

Avoid saving card details on websites /
devices / public laptop / desktops.

Turn on two-factor authentication where such
facility is available.

Never open / respond to emails from
unknown sources as these may contain suspicious attachment or
phishing links.

Do not share copies of chequebook, KYC documents with strangers.

For device / computer security

Change passwords at regular intervals.

Install antivirus on your devices and install updates
whenever available.

Always scan unknown Universal Serial Bus (USB)
drives / devices before usage.

Do not leave your device unlocked.

Configure auto lock of the device after a specified time.
Do not install any unknown applications or software on
your phone / laptop.

Do not store passwords or confidential information on devices.




For safe internet browsing

>

>
>
>
>

Avoid visiting unsecured / unsafe / unknown websites.
Avoid using unknown browsers.

Avoid using / saving passwords on public devices.
Avoid entering secure credentials on unknown websites/ public devices.

Do not share private information with anyone, particularly unknown persons on
social media.

Always verify security of any webpage (https:// - URL with a pad lock

symbol), more so when an email or SMS link is redirected to such

pages.

For safe internet banking

>

Always use virtual keyboard on public devices since the keystrokes can also be
captured through compromised
devices, keyboard, etc.

Log out of the internet banking
session immediately after usage.
Update passwords on a periodic
basis.

Do not use same passwords for
your email and internet banking.

Avoid using public terminals (viz.

cyber cafe, etc.) for financial

transactions.




Factors indicating that a phone is being spied
>
>
>

Unfamiliar applications are being downloaded on the phone.

There is a faster than usual draining of phone battery.

Phone turning hot may be a sign of someone spying by running a spyware in the
background.

An unusual surge in the amount of data consumption can sometimes be a sign that a
spyware is running in the background.

Spyware apps might sometimes interfere with a phone’s shutdown process so that the
device fails to turn off properly or takes an unusually long time to do so.

Note that text messages can be used by spyware and malware to send and receive

data.

Actions to be taken after occurrence of a fraud

>

Block not only the debit card / credit card but also freeze the debit in the bank account
linked to the card by visiting your branch or calling the official customer care number
available on the bank’s website. Also, check and ensure the safety of other banking
channels such as Net banking, Mobile banking etc., to prevent perpetuation of the
fraud once the debit/ credit cards, etc., are blocked following a fraud.

Dial helpline number 155260 or 1930 or report the incident on National Cybercrime
Reporting Portal (www.cybercrime.gov.in).

Reset Mobile: Use (Setting-Reset-Factory Data) to reset mobile if a fraud has occurred
due to a data leak from mobile.

Precautions related to Debit / Credit cards

>

You should deactivate various features of credit / debit card, viz., online transactions
both for domestic and international transactions, in case you are not going to use the
card for a while and activate the same only when the card usage is required.
Similarly, Near Field Communication (NFC) feature should be deactivated, if the card
is not to be used.

Before entering PIN at any Point of Sale (POS) site or while using the card at an NFC

reader, you must carefully check the amount displayed on the POS machine screen
and NFC reader.




>

»

Never let the merchant take the card away from your sight for swiping while making a
transaction.

Cover the keypad with your other hand while entering the PIN at a POS site / ATM.

For E-mail account security

>

Do not click on links sent through emails
from unknown addresses / names.

Avoid opening emails on public or free
networks.

Do not store secure credentials / bank

passwords, etc., in emails.

For password security

>
>

Use a combination of alphanumeric and special characters in your password.
Keep two factor
authentication for all your
accounts, if such facility is
available.

Change your passwords
periodically.

Avoid having you date of
birth, spouse name, car
number etc. as passwords.




How do you know whether an NBFC accepting deposit is genuine or not?

» Verify whether the name of NBFC appears in the list of deposit taking NBFCs entitled
to accept deposits, available at https://rbi.org.in and to ensure that it is not appearing
in the list of companies prohibited from accepting deposits.

» NBFCs must prominently display the Certificate of Registration (CoR) issued by the
Reserve Bank on its site / in its office. This certificate should also reflect that the NBFC
has been specifically authorised by RBI to accept deposits. Scrutinize the certificate to
ensure that the NBFC is authorised to accept deposits.

» NBFCs cannot accept deposits for a period less than 12-months and more than 60
months and the maximum interest rate that an NBFC can pay to a depositor should
not exceed 12.5%.

» The Reserve Bank publishes the change in the interest rates on https://rbi.org.in —
Sitemap — NBFC List — FAQs.
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Precautions to be taken by depositors

When depositing money, insist on a proper receipt for each and every deposit made
with the bank / NBFC / company.

The receipt should be duly signed by an officer authorised by the company and should
state, inter alia, the date of the deposit, the name of the depositor, the amount in words
and figures, rate of interest payable, maturity date and amount.

In the case of brokers / agents, etc., collecting public deposits on behalf of NBFCs,

verify that the brokers / agents are duly authorised for the purpose by the concerned
NBFC.

Remember that the Deposit Insurance facility is not available to depositors of NBFCs.




File a complaint

Complaint to RBI Ombudsman

» For filing complaints online, please visit the link at https://cms.rbi.org.in/

» Complaints in physical / paper form can be sent to CRPC, Reserve Bank of India,
Central Vista, Sector -17, Chandigarh -160 017.

Complaint to Securities and Exchange Board of India (SEBI)

> Please visit the link at https://www.sebi.gov.in/

Complaint to Insurance Regulatory and Development Authority of India (IRDAI)

> Please visit the link at https://www.irdai.gov.in/

Complaint to National Housing Bank (NHB)

> Please visit the link at https://nhb.org.in/

Complaint to Cyber Police Station

> Please visit https://cybercrime.qgov.in/
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Glossary

» Advance fee/Processing fee/Token fee: These include preliminary payments such as
documentation charges, meeting expenses, processing fees, other charges that may be
applicable for disbursal of the loan to a borrower.

» Two-factor authentication: Authentication methodologies involve three basic ‘factors’-
something the user knows (e.g., password, PIN- either static or one time generated);
something the user has (e.g., ATM/ smart card number, expiry date and CVV that is printed
on the card); and something the user is (e.g., biometric characteristic, such as a fingerprint).
Two-factor authentication (also known as 2FA) provides identification of users by means of
a combination of two different components - what the user has and what the user knows/is
to complete a transaction.

» Authorisation: The response from a card-issuing bank to a merchant’s transaction
authorisation request indicating that the payment information is valid and funds are
available on the customer’s credit card.

» Card number: The number assigned by a credit card association or card issuing bank to
a card. This information must be provided to a merchant by a customer in order to make
a credit card payment but should not be shared with anyone else. The string of digits is
printed on the card.

» Credit card: A card that allows paying for products or services by availing
unsecured/secured credit from a financial institution.

» Credit limit: The term refers to the maximum amount of credit a financial institution
extends to a customer. A lending institution extends a credit limit on a credit card based
on the analysis of the information given by the credit-seeking applicant. The credit limit
can affect the customer’s credit scores and their ability to obtain credit in the future.

» CVV: Stands for Card Verification Value. This is a 3-digit number printed on the card which
is mandatory for completing most online transactions. These details are confidential and
must NEVER be shared with anyone.

» Debit card: A card that allows paying for products or services by deduction of available

funds in a bank account of the cardholder.




E-commerce platform: It is a platform/website that enables buying and selling of goods

and services including digital products over digital and electronic network.

EMI: It stands for Equated Monthly Instalment. This a fixed monthly payment (includes
principal and interest) to be made by a borrower to his lender/creditor (like bank/NBFC)
each month till the loan/credit, along with interest, taken from the lender/creditor is paid off
by the borrower in full.

Encryption: The process of transforming processing information into an electronic code
to maintain its secrecy.

Expiry date: The date on which the validity of a card, contract, agreement, document, etc.
expires. Transactions will be approved only in respect of cards or documents which have
not yet expired.

Gateway: Itis an intermediary that provides technology infrastructure to route and facilitate
processing of services such as transactions base management, risk management, etc.
without its involvement directly. Payment Gateways are entities that provide technology
infrastructure to route and facilitate processing of online payment transactions without any
involvement in handling of funds.

Immediate payment services (IMPS): It is an instant interbank electronic fund transfer
service (up to a limit) through mobile phones, provided by National Payments Corporation
of India (NPCI).

KYC: Stands for Know Your Customer. Itis process in which the financial institution makes
an effort to verify the identity, suitability, and risks involved with maintaining a relationship
with a customer by obtaining a set of documents and carrying out due diligence.

Money mule: It is a term used to describe victims who are exploited by fraudsters into
laundering stolen / illegal money via their bank account(s).

Multi-Level Marketing: The practice of selling goods or services on behalf of a company
in a system whereby participants receive commission on their sales as well as the sales

of any participants they recruit.




National Automated Clearing House (NACH): It is a centralised Electronic Clearing

Service (ECS) system operated by National Payments Corporation of India (NPCI).

Near Field Communication (NFC): It is a communication technology used to transmit
data from a NFC equipped device to a capable terminal. The NFC technology is used to
make a contactless payment that is carried out by keeping the smartphone/card near the
NFC enabled machine.

National Electronic Fund Transfer (NEFT): It is a nation-wide centralised payment
system owned and operated by RBI, which enables bank customers in India to transfer
funds between any two NEFT-enabled bank accounts.

OTP: One Time Password is one of the factors in the authentication methodology, which
the customer knows and is often used for carrying out online transactions. This is
CONFIDENTIAL and should not be shared with anyone.

Phishing: It refers to spoofed emails and / or SMSs designed to dupe customers into
thinking that the communication has originated from their bank / e-wallet provider and
contain links to extract confidential details.

Point of Sale device (POS) / Acceptance Device (mPQOS): It refers to any device /
terminal / machine installed at Merchant Establishments which enables the merchants to
accept payments through payment cards (credit cards, debit cards, gift cards etc.).

Quick Response (QR) code: The QR Code is type of a two-dimensional bar code. It
consists of black squares arranged in a square grid on a white background. Imaging
devices such as smartphone cameras can be used to read and interpret these codes. QR
code contains information about the payee and is used to facilitate mobile payments at the
point-of-sale by debiting the customers’ account.

» Remote Access: It refers to luring customer to download an application on their mobile

phone / computer which is able to access all the customers’ data on that customer device.




» UPI: Unified Payment Interface is a platform that allows transfer of money from one bank

/ wallet account to other using a mobile phone which has access to the Internet. Once a
customer registers for UPI with the bank, a unique virtual identifier is created and mapped
to the customer’s mobile phone to initiate the payment. It uses authentication in the form
of UPI-PIN, which is CONFIDENTIAL and should not be shared with anyone.

» Vishing: It refers to phone calls pretending to be from bank / non-bank e-wallet providers
/ telecom service providers luring customers into sharing confidential details in the pretext
of KYC-updation, unblocking of account / SIM-card, crediting debited amount, etc.

» Wallet: A walletis like an account which can be used for purchase of goods and services
against the stored value in it. A wallet can be virtual (e.g. mobile wallet) or physical (prepaid

cards).
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RED FLAG INDICATORS (RFIs)

1. Rule Based Monitoring

Monitoring Based on Multiple Scenarios/ Rules based alert generated for MTSS

Considering the nature of service, it is requested to generate an MIS for “Inward Remittance Transactions” based on the conditions given
below,

=

Customers with high number of transactions
Customers with high aggregate value of transactions
Transactions of foreigners (Visiting India)
Concentration of customers in branches
Customers receiving fund from multiple senders
Customers receiving fund from multiple countries
Single sender sending to multiple receivers
Single sender sending from multiple countries
Single customer transaction in Multiple Branches/Regions/States
Low value transaction with high frequency.
Transactions from FATF notified countries (High/medium risk)
Transactions from Pakistan and China.
Number of days involved in transaction
Total Transaction value is lower than average transaction value

©X~NoO~wWN

L
= o

e o
Wb

Monitoring Based on Single Scenario/ Rule based alert generated
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SN | Scenario / Rule Risk
Severity
1 Loan disbursed to the customer through banking channels and the loan repayment done in cash (If more than XX% | High
of loan amount is repaid in cash)
2 Loan disbursed to the customer in cash and repayment done using non-cash modes Medium
3 Having inventory count of XX or more Low
4 Performed more than XX repledges during XX days Medium
5 Number of transactions is in excess of XX Nos during XX days Medium
6 Distinct count of Transaction Date in excess of XX Days (Date on which payment is made) Medium
7 | Amount involved in repayment (In Aggregate) is in excess of XX Lakhs during XX days Low
8 No of branches where inventory is pledged in more than XX Branches. Medium
9 | Wallets receiving more than average transactions from multiple number of bank accounts/ wallets in a single day Medium
10 | Wallets receiving more than average transactions from multiple number of bank accounts/ wallets (more than Medium
average transactions, either by count or by amount)
11 | Single beneficiary (Based on bank account) receiving funds from multiple wallets / bank accounts in a single day High
12 | Single beneficiary (Based on bank account) receiving funds from multiple wallets / bank accounts (more than Medium
average transactions, either by count or by amount)
13 | Customers who are transacted in more than XX currencies in a month Medium
14 | Customers who has transacted in more than XX currencies during every XX months Low

Reports generated covering all products,

1. High Value cash transaction in a day

High Value cash transaction in a Calendar month

Unscheduled High Value repayments in a day

Unscheduled High Value repayments in a calendar month

Splitting of cash transaction just below Rs.XX by a Customer in a month

High value transactions by High Risk Customers

Cash repayments greater than INR XX for individuals and greater than INR XX for non-individuals in a day
Top 10 cash repayments in a day.

9. Non-Cash repayments greater than INR XX for individuals and greater than INR XX for non-individuals in a day
10.Top 10 non-cash repayments in a day

11.Cash repayments greater than INR XX for individuals and greater than INR XX for non-individuals in a month
12.Top 10 cash repayments in a month.

©NOORWDN

84



13.Non-Cash repayments greater than INR XX for individuals and greater than INR XX for non-individuals in a month.

14.Top 10 cash repayments in a month

15.Value of transaction is more than XX percent of the previous largest transaction for the client (or client profile)

16. Value of transactions in a month is more than XX percent of the average value for the client (or client profile)

17.Number of transactions in a month is more than XX percent of the average number for the client (or client profile)

18.Cash transactions greater than INR XX by customer with low cash requirements such as Students, Housewife, Pensioners, Wages
and salary person and Minor Accounts

19.Cash repayments in amounts ranging between INR XX/- to INR XX in multiple accounts of the customer greater than XX times in a
month

20.Common address/telephone used by multiple unrelated customers. Common Ids used by multiple customers. Group of individuals
conducting transactions.

21.Loan repayments in cash greater than INR XX in XX months.

22.Transaction involving a location considered to be high risk from the terrorist financing perspective.

23.Receipt of any notice of enquiry from any enforcement authority, calling for information about any Customer.

24.Customer provided different IDs or Date of Birth at different instances

25.Receipt of enquiry/attachment notice from any enforcement authority such as CBI, Police, Enforcement Directorate, Department of
Vigilance and Anti-corruption, Income tax or Service Tax Authorities etc. for violation of revenue/regulatory laws.

Escalation from Branch / Field staff

SN Category Detailed description

Behavioral
indicators

Customer did not open account after being informed about KYC requirements

Customer uses complex legal structures or where it is difficult to identify the beneficial owner.

Customer is hurried or nervous.

Customer is over cautious in explaining genuineness of the transaction.

Customer changes the information provided after more detailed information is requested. Customer provides
information that seems minimal, possibly false or inconsistent.

Multiple customers arrive together but pretend to ignore each other.

Customer travels unexplained distances to conduct transactions

Customer could not explain source of funds satisfactorily.

Not sharing the details of transaction/purpose of loan

agrwnE

Service
Request
Indicators

Customer frequently requests for change of address

Customer did not complete transaction after queries of source of funds etc.

Customer has vague knowledge about amount of money involved in the transaction. Customer taking instructions for
conducting transactions.
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Customer is accompanied by unrelated individuals.

4. Customer makes inquiries or tries to convince staff to avoid reporting.
5. Relaxing due diligence process by offering tips/gifts
6. Forcing to open Multiple IDs
Transactional 1. Transaction is unnecessarily complex for its stated purpose.
Indicators 2. The amounts or frequency or the stated reason of the transaction does not make sense for the particular customer.
3. Transaction involving movement of which is inconsistent with the customer’s business.
4. High volume of transactions without apparent explanation
5. Transaction in small amounts
6. Exchange of currency does not match the country where the client is travelling
7. Felt to be Benami Transaction
8. Third parties (ie, persons other than customer) is approaching the branch for repayment/settlement of loans
9. Receiving multiple transactions from different senders in similar amounts in a short amount of time.
10. Receiving unusual number of transactions in a short period of time
11. Receiving fund from multiple senders with no apparent family relationship
12. Receiving transactions from multiple states, provinces or countries
Legal/Social 1. Customer has been the subject of inquiry from any law enforcement agency relating to criminal offences.
Indicators 2. Customer has been the subject of inquiry from any law enforcement agency relating to Terrorism Financing or terrorist
activities.
3. Match of customer details with persons reported in local media / open source of criminal offences.
4. Match of customer details with persons reported in local media / open source for terrorism or terrorist financing related
activities.
5. Complaint received from public for abuse of account for committing fraud etc.
6. Alert raised by agents about suspicion.
7. Alert raised by other institutions, subsidiaries or business associates including cross-border referral.
Documentation 1. Customer gave false identification documents or documents that appear to be counterfeited, fabricated, altered or
Indicators inaccurate.
2. ldentity documents presented are not verifiable i.e. Foreign documents etc.
3. Address provided by the customer is found to be non-existent.
4. Customer not staying at address provided during account opening.
5. Customer offers different identifications on different occasions with an apparent attempt to avoid linkage of multiple
transactions.
6. Giving hotel address / other addresses rather than home / permanent address
Others 1. Others (specify the details in “Other information”)
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The Reserve Bank — Integrated Ombudsman Scheme, 2021:
Salient Features

Scheme covers customers of the following Regulated entities: -

Any Bank

Any NBFCs, other than Core Investment Company (CIC), an Infrastructure Debt Fund-Non Banking Financial Company (IDF-
NBFC), a Non-Banking Financial Company - Infrastructure Finance Company (NBFC-IFC), a company in resolution or
winding up/liquidation, or any other NBFC specified by the Reserve Bank

Any System participant as defined under Payment and Settlement Systems Act, 2007

Grounds for filing a complaint by a customer:

Any act or omission of above-mentioned regulated entities resulting in deficiency in Service

Grounds for non-maintainability of a Complaint:

How can a customer file complaint?

No complaint for deficiency in service shall lie under the Scheme in matters involving:
commercial judgment/commercial decision of a Regulated Entity

a dispute between a vendor and a Regulated Entity relating to an outsourcing contract
a grievance not addressed to the Ombudsman directly

general grievances against Management or Executives of a Regulated Entity

a dispute in which action is initiated by a Regulated Entity in compliance with the orders of a statutory or law enforcing
authority

a service not within the regulatory purview of the Reserve Bank
a dispute between Regulated Entities; and

a dispute involving the employee-employer relationship of a Regulated Entity

Written At the end of If reply is not If customer has not File a complaint with
representation one month received from NBFC approached any NBFC Ombudsman
to NBEC or customer remain forum (notlater than

concerned dissatisfied with the one year after the
- reply of NBFC - reply from NBFC)

How does Ombudsman take decision?

Proceedings before Ombudsman are summary in nature
Promotes settlement through conciliation. If not reached, can issue Award/Order

Can a customer appeal, if not satisfied with decision of Ombudsman?

Yes, If Ombudsman’s decision is appealable. Appellate Authority: Executive Director in-Charge of the Department of the Reserve Bank

administering the scheme.

Note:

This is an Alternate Dispute Resolution mechanism
Customer is at liberty to approach any other court/forum/authority for the redressal at any stage
Refer to www.rbi.org.in for further details of the Scheme
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Radhakrishna Finance Private Limited come under Section-B category of asset size below 500 crores.
The Information Technology Policy is designed considering the basic standards mentioned in RBI
Master Direction-Information Technology Framework for NBFC sector. It also includes the main

Radhakrishna Finance Private Limited
Information Technology Policy

policies and sub policies given below.

Using this policy

One of the challenges facing organizations today is enabling employees to work productively while also
ensuring the security of the IT network and crucial part is the data on it. Given that technology

is continually changing, employees play a significant role in IT security. This policy provides a framework
for users to follow when accessing IT systems and the data on them. It is intended to act as a guideline for
organization looking to implement or update their own Acceptable Use Policy.

SI. No. Policies Policy No.
1 Physical/ Logical Access Control Policy ITP-001
2 Password Policy ITP-002
3 A Well-Defined User Role ITP-003
4 Maker Checker Concept ITP-004
5 Information Security Policy ITP-005
6 Cyber security Policy ITP-006
Electronic channel security Policy for Mobile
7 Financial Services, Social Media & Digital ITP-007
Signature Certificates
System Generated MIS Reports ITP-008
System Generated COSMOS Returns ITP-009
10 Business Continuity Planning Policy ITP-010
11 Data Backups and Retention Policy ITP-011
12 E-mail Usage and Retention Policy ITP-012
SI.No. | policy Name Policy No | Effective Date
1

Physical/ Logical Access Control Policy

ITP-001 1% April 2021
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Purpose

The objective of this Access Control Policy is to provide access to information processing facilities and
information assets of organization only for authorized purposes and to establish individual accountability.
Scope

This policy applies to any entity (person) and the access credentials (such as user accounts) with access to
the information processing facilities and information assets.

Policy

The access control policy has been segregated into two parts namely Physical Access Control and Logical
Access Control.

Physical Access Control

1. Physical access to all information processing facilities shall be protected by access control systems
such as biometric systems, access card etc.

2. Where locks with keys are used, procedures for secure management of the keys must be in place.

3. Records from access control systems must be kept secure and archived.

4. Access to the specific areas (such as data centre, backup storage locations etc.) requires approval
from the IT Department. Additional physical access control measures shall be implemented to
restrict the access to the selected personnel.

5. All users who have physical access to the information processing facilities shall wear visible
identity cards.

6. Access cards, passes, keys or other tokens must be retrieved from staff or contract staff when their
employment or contract ceases.

7. Access passes shall be provided to visitors & vendors while entering the premises and should be
retrieved on leaving the premises.

8. All physical access must be logged and made available for review when required.
Logical Access Control

Access to the IT components and data is generally known as logical access. In other terms, any access to
the Information processing systems should be considered as logical access. Logical access should be based
on the principles of Authentication, Authorization and Accountability

Logical access

1. Access to the IT infrastructure which includes, but not limited to, network devices, network VPN
services, operating systems, applications, databases, data files should be granted on the basis of
business needs.

2. Access should be allowed on the basis of positive identification and positive authorization.

3. Any access to information systems should be denied by default and access permissions are built,

step by step, on a need-to-know basis or on the concept of least privileges.
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4. Adequate segregation of duties or separation of privileges within systems should be incorporated.
This will ensure that authority is not focused on a single individual.

User Authorization

1. All access requests to data and systems must be formally authorized. Access must be given only on
a need-to-know basis.

2. Any access requested by a contractor, temporary staff, or third parties must be authorized by IT Sr.
Manager and must be for a limited period, with a defined end date and time. Such access must be
promptly disabled

User Access Modifications

1. Access must be modified as required when employees move internally within organization or on
vacation for more than 15 days

2. The IT Systems Manager shall have the authority to disable accounts without reference if necessary
and notify IT Department.

3. Transfer of user accounts or using other employee user credentials to login is also not permitted.
User Access Review

1. All user access privileges must be recorded and reviewed annually. IT Systems Manager shall
coordinate with other departments to perform this review
2. The access rights of all user accounts must be on a need-to-know basis.

3. All user activities should be logged and should be made available for review when required
Administrator Access Modifications

1. Whenever a System, Application and/or Network Administrator leave the team/department, steps
must be taken to change all the administrative passwords of organization information systems
which are under the custody of the staff. This should include, but not limited to, the passwords of

routers, switches, firewalls, servers, databases and service accounts.
Local Administrator Access

1. Local Administrator access to workstations shall be granted only when there is a requirement. This
elevated privilege shall be granted based on the approval from the IT Department and will only be

valid for a limited period of time.
Temporary Accounts

1. Third parties, Temporary staff or staff filling a temporary role shall not use an existing user's

identification.
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2. The temporary account that is released for use must be for a limited period with a predefined end
date and time.

Third party access

1. Access granted to third parties, which includes but not limited to vendors, contractors, external
auditors, etc should have the supporting business documents which clearly justify the business
needs.

2. Third party access must be for a limited period with a predefined end date and time.

Termination of Access

1. The Employees’ Manager ensures that all such user accounts to access ended.

2. Any client user accounts used by the employee should be disabled or the account password should
be changed.

3. Codes or passwords for systems, equipment access passwords (routers and switches), administrator
passwords, and other common access control information should be changed when appropriate.

4. IT System Managers should be informed by the Human Resources department when employee

resignation / termination processed.
Enforcement

Any employee who is found to have violated this policy may be subject to disciplinary action, up to

termination of employment.
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SI.No. | Policy Name Policy No | Effective Date
2 Password Policy ITP-002 1% April 2021
Purpose

The purpose of this policy is to provide the guidelines necessary for all of the employees of the
Radhakrishna Finance Private Limited users to create appropriate passwords and to use them and protect
them in an appropriate manner.

Scope
The policy applies to all Radhakrishna Finance Private Limited computers and devices that store company

information. It applies to all users of the organization's network, using any device that has access to the
network.

Policy
All company-owned workstations and servers must be protected using a user ID and strong password
combination. Passwords are used for user accounts, servers, data base, e-mail accounts, network devices,

Web & Mobile applications, Firewall devices, Wi-Fi devices, etc. Users of any company-owned systems
that require a password must follow the guidelines below for creating passwords:

1. Passwords for typical user accounts should be at least eight characters in length; administrative

passwords should be at least 15 characters in length.

2. A password cannot be a word or phrase that can be found in any dictionary or a word spelled

backwards.

3. It should contain at least one upper case letter, one non-alpha character and at least one special
character (e.g. @#$%"&).

4. Must not be a common pattern found on a standard keyboard or any other common pattern of

letters or numbers.
5. It should not be based on personal information such as birthdays, addresses, names, etc.

It is important to protect the secrecy of passwords. The following guidelines must be followed when
handling passwords:

1. Passwords can never be written down anywhere that is not under lock and key (no sticky notes!).

2. All user account passwords must be changed every 180 days and cannot be reused. All

administrative passwords must be changed every three months.
3. Password can never be included in e-mails or other form of electronic communications.

4. Users must have different passwords for each system that does not use some method of single sign

on.
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5. Never reveal your password to anyone over the phone, including help desk personnel.

6. Do not share your passwords with assistants, co-workers, family members, or friends. All
passwords must be treated as company confidential.

7. Do not use the "Remember Password" feature of any application.

8. Do not store your passwords in any portable electronic device such as tablets or cell phones.
Any exceptions to this policy must be approved in advance by the company IT department.
Enforcement

Any employee who is found to have violated this policy may be subject to disciplinary action, up to

termination of employment.
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SI.No. | policy Name Policy No | Effective Date
3 A Well Defined User Role ITP-003 1% April 2021
Purpose

The objective of this User Role Policy is to define individual user role of organization.

Scope

This pol
and info

Policy

icy applies to all individuals under organization with access to the information processing facilities
rmation assets.

A Well-Defined User Role

In

dividuals who have been granted access to specific information assets in the performance of their

assigned duties are considered Authorized Users. Users will get access to data only through the

authoriz

ation and access control process. Access only that data which s/he has a need to know to carry out

job responsibilities. Disseminate data to others only when authorized by the concerned departments under

the orgal

nization.

User Registration and Deregistration

1.

Every staff, customer and third party, requiring access to the IT infrastructure, standalone systems
and applications must have a unique user ID and a personal secret password. This user ID and
password will be required to establish positive identification and authentication.

Human Resources department is required to inform the IT Department with up-to-date and relevant
personnel details to ensure that the appropriate security controls are implemented in light of this
information

Unique user IDs assigned so that access and modifications can be traced.

The user who gains access to the system / application should read and understand the Information
Security policy and related policies before the logical access are granted. Non- compliance with the
policies will result in disciplinary action, which is dependent on the nature and severity of the
transgression.

The user registration should be approved by the IT Sr. Manager after reviewing the business need

for the access of the requesting user.
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6. The user should be deregistered or disabled when the access is no more needed.
User identification and Authentication

1. Users are accountable for all activities performed with their personal user IDs. User IDs shall not
be utilized by anyone other than the individuals to whom they have been issued except for super
administrator accounts.

2. All systems that connect to the IT infrastructure must make use of proper access controls that
prohibit access to resources without proper authentication procedures

3. Every authentication process for computers connected to the IT infrastructure must (wherever

possible) include a notice warning against unauthorized use and consequences thereof.
Enforcement

Any employee who is found to have violated this policy may be subject to disciplinary action, up to

termination of employment.
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SI.No. | policy Name Policy No | Effective Date
4 Maker Checker Concept ITP-004 1% April 2021

Maker-checker is one of the central principles of authorization in the information systems of
Radhakrishna Finance Private Limited. The principle of Maker and Checker means that for each
transaction, there must be at least two individuals necessary for its completion. While one individual may
create a transaction, the other individual should be involved in confirmation/authorization of the same.
There is every possibility of a mistake creeping in a transaction, if a single person handles the
entire process of the transaction in the system. The Maker& Checker is a procedure followed in all major
financial institutions to do away with such accidental / procedural mistakes created. This ensures that the
transaction is done with four eyes principle and the person in charge who is answerable to the functions of
the branch/HO as the approving authority, is part of the sanction process of the loans and other transactions
in the system.
The important points of the Maker-Checker are mentioned below for deeper understanding and effective
functioning.

1. The Maker is the person who enters the transaction in the computer system. He / She enters all the
relevant details in the Software Module. Once entered, it is submitted for approval of the Checker.

2. The Checker is the person in charge who has to verify the details of the transaction entered by the
maker logging in his / her login ID. He/ She should go through the details of the transactions
entered by the maker and verify the same. Once satisfied, Checker can approve the transaction. If
the Checker feel that the transaction cannot be approved for any reasons then, the Checker can
reject the transaction.

3. Once approved by the Checker, the maker can go for the printing of the documents and complete
the transaction.

4. Approval matrix is created based on the amount of the transaction in the application software.
Branch level and HO level approvals are required to complete the transaction categorized in
different hierarchy levels.

5. In case the Maker/Checker is on leave for the day or absent for short periods then he/she have to
approach their reporting authority who will allot the powers of the Checker to another person, who
is the in charge in the absence of the Maker/Checker. The reporting authority should take care to re
allot the role of the Maker/Checker to the person of the branch/HO once the staff resumes for duty.

6. If the branch level authority cannot do this process due to leave or absent for short periods meeting

etc., this can be done by the authorized HO official. This needs a prior intimation to HO official to
do the change/ allotment of the Maker/Checker.
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SI.No. | Policy Name Policy No | Effective Date
5 Information Security Policy ITP-005 1% April 2021
Purpose

This policy establishes the integral foundation for security standards, processes and procedures of
Information Security that will be followed by the organization

Scope
The policy applies to all users of information technology within the company. Policy also applies to all data
assets of the organization which includes,

1. Intellectual property owned by company or provided by a third party.

2. Personally Identifiable Information for employees, clients or other third parties.

3. Financial and business information of the company, its employees, clients or other third parties.

4,

All Public or Private data or information assets of the company.
Policy

The IT Department must establish and provide governance for information technology policies, procedures,
and best practices for the company's technology infrastructure in order to secure all IT assets and promote
the most efficient use of technology resources.

The IT Department will submit a report to the Board of Directors at its monthly meeting of each calendar
year, and submit interim reports at the request of the Board, on the current status of the company's
technology policies and procedures.

Data Protection Mechanism:

All privileged data information will be protected by data protection mechanisms to ensure the highest
levels of confidentiality, integrity and availability. Non-privileged information will be protected to ensure
the highest levels of integrity and availability. Information systems will check entered information for
accuracy, completeness, validity and authenticity. Information systems will be configured such that they
prevent unauthorized and unintended information transfer.

Responsibilities of IT Department:
1. Determine appropriate security policy requirements based on its business objectives,
2. Assessment of risk, and interpretation of legal, regulatory and contractual obligations
3. Validate that the security controls meet the company requirements driven by security policy and
risk acceptance
4. Notify security requirements of changes through a change request process
Facilitating training for improving better IT Security controls

6. Request exceptions to the documented information security controls, as necessary

All operating units within the company that use information technology (IT) are responsible for:

1. Adhering to the IT policies issued by the IT Department.

10
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Developing and implementing, when appropriate, additional IT policies and procedures specific to
their operating units.

Promoting IT policy adherence.

Complying with the requirements of the IT governance model adopted by the organization.
Ensuring the security of the IT systems and the network to which they are connected.

Informing the IT Department if there are any problems with a policy or if inputs from other sources
do not comply with the defined policies.

Providing an annual "refresher" for current employees highlighting the changes made or problem
areas during the previous year.

Maintaining the functionality of the IT systems within their area.

Facilitating training and the dissemination of information.

Preventing unauthorized access to company information, personal files and e-mail.

Developing and maintaining a plan for recovery of mission critical data and systems if a loss is

sustained.

11
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SI.No. | policy Name Policy No | Effective Date
6 Cybersecurity Policy ITP-006 1% April 2021
Purpose

Objective of the Cyber Security Policy is to preserve confidentiality, integrity and availability of
organizations information or system in the Cyberspace (internet) or connected to cyberspace. Cyberspace is
defined as “the complex environment resulting from the interaction of people, software and services on the
Internet by means of technology devices and networks connected to it". The purpose of this policy are to
ensure the appropriate and inappropriate use of company internet resources, including the use of browsers,
electronic mail, instant messaging, file upload and downloads and voice communications etc.

Scope

Is to protect organization, its information assets and its stake holders from cyber-attacks or internet bone
attacks. All devices, systems connected to internet and all stakeholders in the scope.

Policy

1. IT Department must ensure:

a.

Cyber security roles and responsibilities are defined, coordinated and aligned with internal
roles and external partners

Must establish a cyber-security Framework which enable to identify, protect and detect,
respond and recovery from Cyber-attacks.

The organization’s place in its own industry ie NBFC sector is identified and
communicated to all stakeholders

Dependencies and critical functions for delivery of critical services are established
Resilience requirements to support delivery of critical services are established for all
operating states (e.g. under duress/attack, during recovery, normal operations)

Cyber supply chain risk management processes are identified, established, assessed,
managed, and agreed to by organizational stakeholders

Suppliers and third-party partners of information systems, components, and services are
identified, prioritized, and assessed

Contracts with suppliers and third-party partners are used to implement appropriate
measures designed to meet the objectives of an organization’s cyber security program
Response and recovery planning and testing are conducted with suppliers and third-party
providers

Establish Computer Emergency Response Teams (CERT) and establish practices for

sharing risk-related information (e.g., threat and vulnerability information) with external
12
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entities, including those with which the organizations have a risk relationship as well as
those which could supply or receive risk-related information (Other CERTS)

The organization’s personnel and partners are provided cyber security awareness education
and are trained to perform their cyber security-related duties and responsibilities consistent
with related policies, procedures, and agreements.

2. Technical Controls

a.

File Integrity checking mechanisms are used to verify software, firmware, and information
integrity

A baseline configuration of IT system is created and maintained incorporating security
principles

A vulnerability management system is implemented

Mechanisms (eg. failsafe, load balancing, hot swap, DOS/DDOS protection) are
implemented to achieve resilience requirements in normal and adverse situations

Establish SOC and baseline of network operations and expected data flows for users and
systems is established and managed. The network is monitored to detect potential cyber
security events

Event data are collected and correlated from multiple sources and sensors

Physical environment and Personnel activity are monitored to detect potential cyber
security events

Setup Security Continuous Monitoring for unauthorized mobile code and malicious code

detection

3. Incident Response

a. Response processes and procedures are executed and maintained, to ensure response to
detected cyber security incidents and Response plan is executed during or after an incident

b. Voluntary information sharing occurs with external stakeholders to achieve broader cyber
security situational awareness

c. Processes are established to receive, analyse and respond to vulnerabilities disclosed to the
organization from internal and external sources (e.g. internal testing, security bulletins, or
security researchers)

d. Analysis is conducted to ensure effective response and support recovery activities

e. Activities are performed to prevent expansion of an event, mitigate its effects, and resolve
the incident. Newly identified vulnerabilities are mitigated or documented as accepted risks

f. Organizational response activities are improved by incorporating lessons learned from
current and previous detection/response activities

4. Recovery

13
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a. Recovery processes and procedures are executed and maintained to ensure restoration of
systems or assets affected by cyber security incidents

b. Recovery planning and processes are improved by incorporating lessons learned into future
activities

c. Restoration activities are coordinated with internal and external parties (e.g. coordinating

centres, Internet Service Providers, owners of attacking systems, victims, and vendors)

SI. No. | Policy Name Policy No | Effective Date
7 Electronic channel security Policy for Mobile
Financial Services, Social Media & Digital
Signature Certificates ITP-007 1% April 2021
Purpose

The organization is committed to ensuring compliance to all requirements including legal, regulatory,
organizational policies and ensures any changes in the security measures to enhance e-channel security

must be

Scope

carried out in a controlled manner with appropriate records maintained.

All electronic channel-based assets which are owned or leased or outsourced.

Policy

1.

Implement adequate security measures on the internal networks and network connections to public
network or remote parties. Segregate internal networks into different segments having regard to the
access control needed for the data stored in, or systems connected to, each segment

Maintain access security logs and audit trails. These should be analysed for suspicious traffic
and/or intrusion attempts

Passwords shall be encrypted when stored on the databases and should not be readable when
decrypted and should also be one way hashed

All connections to the Applications must go through firewalls

Conduct regular audit to assess the adequacy and effectiveness of the risk management process and
the attendant controls and security measures.

Perform vulnerability test or assessment to evaluate the information security policies, internal
controls and procedures, as well as system and network security

Conduct penetration testing at least annually

Any High value transection and transfer of critical information must protect by strong digital
signatures.

Implement “end-to-end” Secure Sockets Layer (SSL) encryption that is appropriate to the

sensitivity and importance of data to protect confidentiality of information while it is stored or in

14
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passage over external and internal networks. TLS — recent versions secured encryption algorithm

should be used.

10. Any communication occurring in a Social Media must be respectful to the company, fellow

employees, our affiliates, and our business partners.

11. The company may request at any time that you cease any communication concerning the company

in Social Media or require you to block access to such communication if the company believes that

such action is necessary to ensure compliance with government regulations or other laws.

SI.No. | policy Name

Policy No

Effective Date

8 System Generated MIS Reports

ITP-008

1% April 2021

Purpose

The purpose of MIS is reporting and is to provide the necessary information to the managers and
supervisors at various levels to help them to discharge their functions of organising, planning, control and

decision making are no more relevant and useful in the process of decision making.

Scope

Provide support and maintenance to existing management information systems (MIS). Generate and
distribute management reports in accurate and timely manner. Develops MIS documentation to allow for

smooth operations and easy system maintenance.

Policy

1. Collect the exact requirement from the concerned department.
2. Ensure that all departments are fulfil the decision-making capacity.

3. Easy to understand.

15
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SI.No. | policy Name Policy No | Effective Date
9 System Generated COSMOS Returns ITP-009 31-Aug-18
Purpose

To know the extent of participation of NBFCs in Interest rate Future market. ... Concerned NBFCs are
required to file the specified returns online through COSMOS application.

Scope

Cosmos is Microsoft's internal data storage/query system for analysing enormous amounts (as in petabytes)
of data. ... The Scope article in particular provides an architectural overview of the system and breaks

Cosmos into three parts: Storage, Execution Management and Query Language

Policy

1. Collect the exact requirement from the concerned department.
2. Ensure that all departments are fulfil the decision-making capacity.
3. Easy to understand.

16
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SI.No. | policy Name Policy No | Effective Date
10 Business Continuity Planning Policy ITP-010 1% April 2021
Purpose

The purpose of this policy is to create and maintain a Business Continuity Plan (BCP) for the IT support of

critical

company processes. An effective plan allows the company to minimize the adverse effect of

emergencies that arise. The Company has an ethical obligation to the organization's workforce,
shareholders, and customer stakeholders to protect the continuing operations of the business.

Scope

This pol
Policy

The IT

icy encompasses all IT processes and technology that supports critical business functions.

Department is responsible for creating, maintaining, and testing the IT Business Continuity Plan.

The following activities must be performed:

Identify Critical Processes.

To iden

tify the business processes critical to the company's financial and legal well-being, a bi-annual

Business Impact Analysis (BIA) is conducted. The result is a Recovery Time Objective—that point at
which company losses become intolerable (Recovery Time Objective—RTO). The IT Business Recovery
Plan must ensure that critical IT processes (equipment and software) can be recovered at a remote site
within the RTO.

The IT Department initiates and submit the BIA. The BIA will:

1.
2.

4,

Encompass all departments and areas of the company.

Identify the point in time that the financial and legal issues seriously threaten the company's
survival.

Identify the processes required to meet all regulatory requirements.

Include a risk assessment of natural and man-made risks to the critical processes.

Business Continuity Planning.

The IT Department will assemble plans for every identified critical business function.

1.

Develop the plan.

17
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a. Develop plans for the recovery IT processes, equipment, and software for all critical business
processes identified by the BIA. These plans must address steps necessary to re-establish the IT

functions at an emergency recovery location.

b. Based on the BIA, publish a restoration priority list of all critical technologies.

c. Create an emergency notification program to ensure the prompt notification of executive
management in a crisis

2. Maintain the plan.

a. Testall IT Business Continuity Plans at least bi-annually to demonstrate the ability to achieve
the BIA determined Recovery Time Objective. Conduct a lessons-learned session with all
participants to capture and incorporate improvements into the plans.

b. Report all test results to the management by IT Department within 30 days of the test's
completion.

3. Training.
a. Train all members of the IT department in their roles in supporting the BCP.

b. Train all new employees on their roles within 30 days of joining the department

Coordinate with other company disaster plans. The IT manager will coordinate the IT BCP with:
1. The Facilities Disaster Recovery plan and the Security/Safety department's crisis plan.

2. The various business recovery plans of other departments.

18
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Sl.
No. Policy Name Policy No Effective Date
11 | Data Backups and Retention Policy ITP-011 1% April 2021
Purpose

This policy guides the frequency and type of data backups. It also addresses the length of time that backups
must be retained.

Scope
The policy applies to all devices that hold or accumulate data in the support of critical company operations,

to include servers, business applications, data base, surveillance systems, access controls, voice logger,
Firewall devices, Telecommunications switches, PCs etc.

Policy
The IT Department is responsible for making and retaining an adequate humber of data backup "safety"

copies. To accomplish this, the IT Department may create further policies and procedures and delegate
authority to implement them.

Devices

Data backups will be made of all devices that contain or collect data, to include at a minimum:
1. Servers and their internal disks

Storage Area Networks

Telecommunications switches (PBX)

surveillance systems

Desktop /Laptop PCs

AN

Firewall
Types of Data
1. Personal data is not to be stored on company equipment.
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2. Legal compliance data—must be identified. The label on the backup media must include what

data it contains and the appropriate retention period. Care must be taken to ensure the data is

securely stored.

3. Business critical data—must be identified. The label on the backup media must include what

data it contains and the appropriate retention period. Quick access to this data is required in the

event of a disaster.

4. Non-critical data—must be identified. Non-critical data is not legally required to be retained for

a

period of time. Typically this data is deleted after 13 months. The label on the backup media

must include what data it contains and the appropriate retention period.

Data Backup Frequency

The frequency of data backups is determined by how frequently and how much a data storage element

change.
1.
2.
3.

Full backups weekly—all data is backed up weekly and retained for 12 months.
Incremental backups daily for changing data. These are retained for 30 days.
Off-site journaling is used for immediate backup of critical data that cannot be reconstructed

from daily backups.

Data Retention

The organization retention period is determined by the data element with the longest required retention
period on that backup media. If the contents of the media are not known, then the media must be retained
for a minimum of seven years.

Off-site Storage

1. Data backups will be transported off site every week after the backups are created.

2. Once every calendar quarter, the IT Department will audit the off-site storage process to ensure

that:

a. Media is kept in a climate-controlled environment during transit.

b. The storage facility is secure and fire proof.

c. The storage facility is climate controlled.

d. The data centre security is appropriate for media going out and for media coming in.

e. There is a documented chain of custody for backup media from the point it leaves the data

centre until it is returned.

Data Destruction

Data that has outlived its usefulness to the business, and whose age exceeds the legal limits for retention,
must be properly destroyed.
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1. The media must be rendered permanently unreadable. This is primarily accomplished through
physical destruction. Paper documents are shredded, burned, and the ashes pulped. CDs and
magnetic media are shredded.

2. When data is destroyed, it must be documented as to whom, by what means, when, and what the
data consisted of data.

SI.No. | Policy Name Policy No | Effective Date
12 E-mail Usage and Retention Policy ITP-012 1% April 2021
Purpose

This policy defines the acceptable use of the company's corporate e-mail system. The objectives of this
policy are to outline appropriate and inappropriate use of Radhakrishna Finance Private Limited's e-mail
systems and services in order to minimize disruptions to services and activities, as well as comply with

applicable policies and laws.

Scope

The policy applies to all uses of company owned e-mail accounts and all company e-mail records.
Policy

Acceptable Uses of Company E-mail Accounts
The company provides e-mail accounts for business usage only. Every staff member has the responsibility
to maintain and enhance the company's public image and to use the company's e-mail system in a

responsible and productive manner that reflects well on the company.

Unacceptable Uses of Company E-mail Accounts
Company e-mail accounts may not be used for transmitting, retrieving, viewing, or storage of any
communications of a discriminatory or harassing nature or materials that are obscene. Harassment of any

kind is prohibited. No messages with derogatory or inflammatory remarks about an individual's race, age,
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disability, religion, national origin, physical attributes, or sexual preference shall be transmitted. No
excessively abusive, profane, or offensive language is to be transmitted through the company's e-mail
system. E-mail messages or attachments may also not be used for any purpose that is illegal or against
company policy or contrary to the company's best interests. Solicitation of hon-company business, or any
use of the company e-mail system for personal gain, is prohibited.

Communications
Each employee is responsible for the content of all text, audio, or images that he or she places or sends over
the company's e-mail system. All e-mails must contain the identity of the sender and may not represent the

sender as someone else or someone from another company.

Any messages or information sent by an employee to another individual outside the company via an
electronic network (e.g., blog, IM, bulletin board, online service, or Internet) are statements that reflect on
the company. While some users include personal “disclaimers” in electronic messages, there is still a
connection to the company, and the statements may legally be tied to the company. Therefore, we require
that all communications sent by employees via the company's e-mail system comply with all company

policies and not disclose any confidential or proprietary company information.

Privacy

E-mails are not private. The company reserves the right to monitor e-mail content ensuring that the e-mail
system is used for appropriate purposes. Also, no security is hundred percent hacker-proof; someone
outside the company may intercept and read e-mail. Routing of e-mail is not without errors; someone other
than the intended recipient may receive the e-mail. Do not send anything by e-mail that should not be

placed on the company bulletin board.

Personal E-mail Accounts
Accessing personal e-mail accounts is prohibited from company-owned computers, as they are a potential
source of computer viruses. No company-related communication is permitted using personal e-mail

accounts, as the communication may be subject to the company's communication retention policy.

Spam

Sending unwanted e-mail of any kind (spam) using a company e-mail account is prohibited.

Copyright Issues

Employees on the company's Internet system may not transmit copyrighted materials belonging to entities
other than this company. Please note that non-adherence to this policy puts the company in serious legal
jeopardy and opens the company up to significant lawsuits and public embarrassment. All employees
obtaining access to other companies' or individuals' materials must respect all copyrights and may not copy,

retrieve, modify, or forward copyrighted materials, except with permission. Failure to observe copyright or
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license agreements may result in disciplinary action up to and including termination. If you have questions

about any of these legal issues, please speak with your manager or IT department before proceeding.

Monitoring

The company routinely monitors usage patterns in its Internet communications. The reasons for this
monitoring include cost analysis, security, bandwidth allocation, and the general management of the
company's gateway to the Internet. All messages created, sent, or retrieved over the company's Internet are
the property of the company and should be considered public information. Notwithstanding comments
above regarding our present intention not to monitor content, the company must reserve the right to access
and monitor the content of all messages and files on the company's Internet system at any time in the future
with or without notice. Employees should not assume electronic communications are totally private and
should transmit highly confidential data in other ways. Electronic messages regarding sensitive matters
should warn that such communications are not intended to be secure or confidential. This is just good

business sense.

Retention

Company communications of any kind typically needs to be retained as you would any other corporate
document. Please remember that e-mails deleted from your e-mail inbox are still saved on the company e-
mail server. E-mails that are not managed as part of the corporate document retention policy are kept

archived for seven years before being permanently deleted.

Attachments

Attachments with the following file extensions are prohibited, as they are potential security and virus

threats:

.bat Batch processing file used to execute system commands or programs.

.com Windows command files.

.cpl Control panel extension.

.exe Windows binary executable files.

Js Java script files.

.0CX Obiject linking and embedding control.

pif Program information file used to tell Windows how to run non-Windows applications.
.scr Screen saver programs; may include binary code.
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.SyS System configuration files.
.vb Visual Basic script files.

There is also a limit of 10MB of attachments for any e-mail message. Contact the IT Helpdesk if you have
a need to transfer more than 10MB of files at any one time.

Confidentiality

Any e-mail message that is meant to be confidential must be labeled as such in the subject line. Forwarding
of confidential messages requires the permission of the original sender. The corporate e-mail system will
automatically attach a confidential message notification to all e-mails that are sent to addresses outside the
organization. Do not attach your own individual confidentially notice as this will be redundant and may be

inconsistent with the official company message.

Violations
Any employee who abuses the privilege of company-facilitated access to the Internet will be subject to
corrective action up to and including termination. If necessary, the company also reserves the right to

advise appropriate legal officials of any illegal violations.
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Guruvayur, Dated 015t April, 2023

FAIR PRACTICE CODE

1. Name:
These guidelines may be called “Fair Practice Code -2023-24"

2. Effective Date
They shall come into force on 015t April, 2023.

3. Applicability:
This code shall be applicable all over the company business activities.
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$ PREAMBILIEENTRODUCTI ON

B

7KH )DLU 3UDFWLFH &RGH )3& KDV EHHQ IRUPXODWHG E\ 5DG
/I[LPLWHG LQ UHVSRQVH WR JXLGHOLQHV LVVXHG E\ 5HVHUYH
'1%6 && 3' 1R GDWHG ODUFK WLWOHG ~*)
)DLU B3UDFWLFHV &RGH IRU 1%)&Vpy UHSODFLQJ WKH H[LVWLQJ F
ZHEVLWH

7KH )3& ZLOO EH DSSOLFDEOH WR DOO WKH RIILFHV RI WKH &RP
*XUXYD\XU 7KULVVXU .HUDOD WKH 5HJLRQDO 2IILFHV ORFDW
%UDQFKHVY ORFDWHG DFURVV .HUDOD 7TDPLO 1DGX 7KH )3& V
HPSOR\HHV DQG RIILFHUV RI WKH &RPSDQ\

OBJECTI VES
7KH REMHFWLYHV RI WKH )3& DUH DV XQGHU
L $GRSW WKH EHVW SUDFWLFHV LQ GHDOLQJV ZLWK FXVWRPHU
LL 6HW FKDOOHQJLQJ EHQFKPDUNYV DQG VWULYH WR DFKLHYH k
HQVXULQJ FXVWRPHU VDWLVIDFWLRQ

LLL)ROORZ WUDQVSDUHQW IDLU HWKLFDO DQG OHJDOO\ WHQTL

EXVLQHVYV

LY 3URYLGH DOO QHFHVVDU\ LQIRUPDWLRQ DQG LQSXWV WR FXV

DQG SURPRWH D PXWXDOO\ EHQHILFLDO ORQJ WHUP UHODWLF
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